REGULAR MEETING OF THE BOARD OF DIRECTORS OF THE
FLORIN RESOURCE CONSERVATION DISTRICT

Wednesday, May 28, 2014
6:30 PM

8820 Elk Grove Blvd.
Elk Grove, CA 95624

Compliance with Government Code Section 54957.5

Public records, including writings related to an agenda item for an open session of a regular meeting of the Florin
Resources Conservation District that are distributed less than 72 hours before the meeting, are available for public
inspection during normal business hours at the Administration building of Elk Grove Water District, located at 9257 Elk
Grove Blvd. Elk Grove, California. In addition, such writings may be posted, whenever possible, on the Elk Grove Water
District website at www.egwd.org.

The Board will discuss all items on the agenda, and may take action on any item listed as an “Action” item. The Board
may discuss items that do not appear on the agenda, but will not act on those items unless there is a need to take
immediate action and the Board determines by a two-thirds (2/3) vote that the need for action arose after posting of the
agenda.

If necessary, the Meeting will be adjourned to Closed Session to discuss items on the agenda listed under “Closed
Session.” At the conclusion of the Closed Session, the meeting will reconvene to “Open Session.”

CALL TO ORDER, ROLL CALL AND PLEDGE OF ALLEGIANCE

Public Comment — Please complete a Request to Speak Form if you wish to address the Board.
Members of the audience may comment on matters that are not included on the agenda. Each person
will be allowed three (3) minutes, or less if a large number of requests are received on a particular
subject. No action may be taken on a matter raised under "Public Comment" until the matter has been
specifically included on an agenda as an action item. ltems listed on the agenda will be opened for public
comment as they are considered by the Board of Directors.

1. Overview of the Solano Resource Conservation District
(Chris Rose, Executive Director)

Associate Director Comment

Public Comment

2. Consent Calendar (Stefani Phillips, Secretary and Dennis Coleman, Finance Manager)
a. Minutes of the Regular Board Meeting of March 26, 2014 and Minutes of the Special
Meeting of the Board from May 14, 2014.
. FRCD Cash Flow Worksheet — March, 2014
. FRCD Cash Flow Worksheet — April, 2014
. Warrants Paid — March, 2014
. Warrants Paid — April, 2014
Active Accounts — March, 2014
. Active Accounts — April, 2014
. Bond Covenant Status for FY 2013-2014 — March, 2014
Bond Covenant Status for FY 2013-2014 — April, 2014
Revenues and Expenses — Actual vs Budget FY 2013-2014 — March, 2014
k. Revenues and Expenses — Actual vs Budget FY 2013-2014 — April, 2014
Cash Accounts — March, 2014
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m. Cash Accounts — April, 2014
n. Consultants Expenses — March, 2014
0. Consultants Expenses — April, 2014
p. Conservation Activities — March, 2014
g. Conservation Activities — April, 2014
Associate Director Comment
Public Comment

Recommended Action: Approve FRCD Consent Calendar
3. Operations Report — March and April 2014 (Mark J. Madison, PE, General Manager)

Associate Director Comment

Public Comment

4. Approval of Agreements for the Municipal Bond Financing Team
(Dennis Coleman, Finance Manager)

Associate Director Comment
Public Comment

Recommended Action: Authorize the General Manager to Sign Agreements
with Del Rio Advisors, LLC, Best Best & Krieger,
LLP and Schiff Hardin, LLP and Accept the Fee
Proposal from Citigroup Global Markets, for
Services to be Rendered with the Proposed Elk
Grove Water District, 2014 Series A Refunding Bond
Issue

5. Fiscal Year 2013-14 Elk Grove Water District Third Quarter Budget Status
Report (Dennis Coleman, Finance Manager)

Associate Director Comment
Public Comment

6. Elk Grove Water District Fiscal Year 2013-14 Third Quarter Reserve Status
Report (Dennis Coleman, Finance Manager)

Associate Director Comment
Public Comment

7. Approval of Prepayment of the Secured Promissory Note for the Purchase of
the Administration Building (Dennis Coleman, Finance Manager)

Associate Director Comment



Public Comment

Recommended Action: Approve the Prepayment of the Secured Promissory
Note Between the Florin Resource Conservation
District and the Kiaser Family Living Trust, Securing
the Purchase of the Property at 9257 Elk Grove
Boulevard, Elk Grove, California

8. Legislative Update (Ellen Carlson, Management Analyst)
Associate Director Comment

Public Comment

9. Committee Meeting(s) Update (Chairman Barrie Lightfoot)
Associate Director Comment

Public Comment
10. Directors Comments and Information

11. Closed Session

CONFERENCE WITH LEGAL COUNSEL--EXISTING LITIGATION (Gov't. Code Section
54956.9(a))

United States, et al. ex rel John Hendrix v. J-M Manufacturing Company Inc. dba JM
Eagle, et al.

Docket No: ED CV06-00055-GW
Court: United States District Court for the Central District of California

Adjourn to Regular Meeting — June 25, 2014.
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Elk Grove Water District

Operations Report

Table of Contents

1. Operations ACtiVity REPOIT........coov it
P2 = oo [0 Tox o] T Lz o] £

a. Overall Map
i. Well 1D School Street
ii. Well 4D Webb Street
iii. Well 11D Dino
iv. Well 14D Railroad
v. Well 3 Marvel
vi. Well 8 Williamson
vii. Well 9Polhemus
viii. SCWA Turnout
b. Combined Comparison
3. Static/PUmMpPINg LEVEIS.......cooiiiieiee e
a. Graph
i. Well 1D School Street
ii. Well 4D Webb
iii. Well 11D Dino
iv. Well 14D Railroad
v. Well 3 Marvel
vi. Well 8 Williamson
vii. Well 9 Polhemus
4. Treatment........ooooii i
a. Monthly Water Sample Report
i. Well 1D School Street

ii. Well 4D Webb Street
iii. Well 11D Dino

iv. Well 14 D Railroad
v. Well 3 Marvel

vi. Well 8 Williamson
b. CDPH Reports

i. Monthly
c. Monthly SRCSD Report

A w

©O© 00 N O Ol

10
11
12
13
14

14
15
16
17
18
19
20
21
21

25
26
27



B IMIAINTENANCE. ... ettt e e e e e et e e e e e e e e e e e e e e e e eeeeneeeneeeeaans
a. Master Schedule
i. MCC & Lab

ii. Chlor — Tec

iii. Filter Vessels

iv. Booster Pumps

v. Backwash System/Storage Tanks

vi. Standby Generator
vii. Well 1D School
viii. Well 4D Webb

ix. Well 11D Dino

x. Well 14D Railroad
xi. Well 3 Marvel

xii. Well 8 Williamson
xiii. Well 9 Polhemus
6. BACKFIOW REPOIT ....cvviiiiie it e
a. Report

7. SATELY REPOIT...ceiiiiiiicie et s
a. Safety Meeting Weekly Report

8. Meter Retrofit Program RePOIt ........cccceiiiiiiiiiesie e
a. Map

9. Water Main/Service Leak Map.........ccooviiviiiiiii i
a. Map

10. Sample Station Pressure Zone Maps.........ccoceveiirieninieeniniesesieseesiesie e
a. Overall Map
b. Zone Maps

11. Information TeChNOIOY........cccoiiiiiiiiiii s

30

30

31
32
33
34

35
36
37
38
39
40

41
42
43

44

45

46

47
47
48
58



Operations Activity Report

Service Requests: Mar-14 YTD (Since July 1, 2013)
Division Service Reguest Hours Service Request Hours
Distribution
Low Pressure 1 0.5 34 10.6
Water Quality 2 25 19 9
Door Hangers 409 16 3930 207
Shut offs 70 6.25 612 134.75
Turn ons 85 16.75 724 100.25
Investigations 75 34.5 783 263.3
USA Locates 73 7.3 427 121.55
Customer Complaints 1 0.25 1 0.25
Work Orders: Mar-14 YTD (Since July 1, 2013)
Division Work Orders Hours Work Orders Hours
Treatment:
Preventative Maint. 16 375 157 625.75
Corrective Maint. 4 23 23 1725
Water Samples 9 22 68 267.5
Distribution:
Meters Installed 24 206 57 468.13
Preventative Maint 0 0 14 237.75
Corrective Maint 32 146 183 869.54
Valve Exercising 160 41 868 252.75
Valve Locates 3 145 14 109.5
Hydrant Maintenance 88 91.75 514 476.25
Hydrant Flushing 0 0 321 256.5
Utility:
Meters Installed 53 1072 674 8697
Corrective Maint 0 0 0 0
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Elk Grove Water District
Weekly Safety Meetings/Training

March 2014

Hosted
Date Topic Attendees: By:
Dealing with Customer
Dogs Monthly Staff Meeting Ellen
3/3/2014 (All Staff Required to Attend) Carlson
Jose C, Jose M, David, John V, John D, Marcell, Sean,
Basic CPR Saves Michael, Justin, Richard, Gerardo, Eliseo, Joel, Alan, Steve
3/10/2014 Lives Chris, Sal, Brandon, Steve, Aaron, Wilfredo Shaw
C-0O Could Spell Jose C, Jose M, David, John V, John D, Marcell,
D-E-A-T-H Michael, Justin, Richard, Gerardo, Eliseo, Joel, Steve
3/17/2014 Alan, Sal, Brandon, Steve, Aaron, Wilfredo Shaw
Jose C, David, John V, John D, Marcell, Sean, Michael,
Radon Awareness Justin, Richard, Gerardo, Eliseo, Joel, Alan, Steve
3/24/2014 Chris, Sal, Brandon, Steve, Aaron, Shaw
Jose C, Jose M, David, John V, John D, Marcell, Sean,
Asbestos Safety Michael, Justin, Richard, Gerardo, Eliseo, Joel, Alan, Steve
3/31/2014 Chris, Sal, Brandon, Steve, Aaron, Wilfredo Shaw
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IT REPORT

March 2014

The IT Department as part of its routine activities provided security (which includes defending the
network against intrusion, Anti-Virus and Anti-Spam measures), general services to end-users while
working off a list of priorities. The overall purpose of these services is to ensure that network resources
are available for users when they need them. As such the IT Department strives for maximum uptime of
all services. Scheduled and unscheduled maintenance will affect the uptime:

Total services monitored: 381

Total uptime: Admin = 99.970% Railroad = 99.982%
Details for the Activities for the Month of March:

Security:

Attempts against the network, defended against: 1055 (compared to 876 of last month). Each
number is a separate attempt at intrusion into the network at either Railroad or at Admin facilities. The
breakdown of this is:

Admin: 985

Railroad: 70
Malicious code blocked (By VIPRE):

Admin: 444  (High Risk: 0.0023% Low Risk: 99.774%)
Railroad: 360 (Low Risk 100%)

OpenDNS: 2349

MailScanner: 1

Spam filtered:

Messages rejected before being allowed into the network: 107,875
Messages filtered as SPAM: 2,320

Messages let through as GOOD: 4,316

Total Email Messages: 114,511

In summary:

The high volume of email is still a matter of concern as this currently provides the most
accessible vector for attack and infection.
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Rejected
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Total Spam filtered since February 2013/ by Month

Trouble Tickets Resolved:
Each day the IT Dept works on help desk tickets as requested by users or as required to
troubleshoot situations. Below is a summary of the tickets worked on this month.

Count Summary

4 EGWS-SBS Disk Cleanup events

4 Windows Server Update Services (patch maintenance) events
17 Daily Checklist events

26 Individual user requests for assistance

Present and Future Activities:

The IT Department works on an approved list of IT priorities to ensure that all systems are kept in top
working condition and plans for future upgrades as systems become outdated or reach their planned
end-of-life.

Security:

For the month of March, we initially failed our external security audit. The purpose of the external
security audit by a third part security firm, is to verify our compliance with the Payment Card Industry
Standards. A total of 12 vulnerabilities were identified, 9 low, 2 medium and 1 high. The high
vulnerability caused us to fail. This vulnerability was addresses and fixed resulting in a subsequent pass.

Monthly Server Patching

Each month a listing of all the security and patch updates is reviewed by the IT department before being
approved for installation on the network. For the month of March, Microsoft released 5 Security
Bulletins addressing 23 vulnerabilities, a total of 129 patches. All systems except SCADA were patched.
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System Improvements:

General System Upgrades: With all support for Windows XP expiring in April, the IT Department has
continued updating desktops and laptops to Windows 7. These updates are an "in-place" upgrade. For
the month of March 3 in-place upgrades were done. A total of 6 systems remain to be upgraded. Of
those 6, 2 systems will remain as Windows XP, but will be unable to contact the internet. This will allow
users to continue running legacy applications that cannot run on Windows 7 or later operating systems.

A new backflow management infrastructure was set up. The purpose of this new infrastructure is to
bring the cross-connection management software up-to-date and to allow administrative personnel to
manage the cross connection program more efficiently. It also allows the District, at some future date,
to expand the program and have testers input their test results directly into the system (securely),
reducing the labor and burden on the administrative personnel.

Setting up the new infrastructure consisted of rebuilding the railroad firewall to allow for a
“Demilitarized Zone” or DMZ, provisioning a Linux server running the Apache web server (as proxy) and
a Windows Server 2008R2 server running the XC2 management software. The new XC2 software was
also installed and configured. A diagram of what this now looks like is as follows:

The intention is to roll the internal portion into production by the end of April in time for the May
testing notices to go out.
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Operations Activity Report

Service Reguests: Apr-14 YTD (Since July 1, 2013)
Division Service Reguest Hours Service Request Hours
Distribution
Low Pressure 1 0.5 35 11.1
Water Quality 3 15 22 10.5
Door Hangers 346 15.75 4276 222.75
Shut offs 47 15 659 149.75
Turn ons 41 6 765 106.25
Investigations 129 36 912 299.3
USA Locates 68 6.8 495 128.35
Customer Complaints 0 0 1 0.25
Work Orders: Apr-14 YTD (Since July 1, 2013)
Division Work Orders Hours Work Orders Hours
Treatment:
Preventative Maint. 18 70 175 695.75
Corrective Maint. 0 0 23 1725
Water Samples 16 38 84 305.5
Distribution:
Meters Installed 5 515 62 519.63
Preventative Maint 0 0 14 237.75
Corrective Maint 49 121.75 232 991.29
Valve Exercising 116 24.5 984 277.25
Valve Locates 0 0 14 109.5
Hydrant Maintenance 10 6.75 524 483
Hydrant Flushing 0 0 321 256.5
Utility:
Meters Installed 56 1216 730 9913
Corrective Maint 0 0 0 0
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Elk Grove Water District
Weekly Safety Meetings/Training

April 2014

Hosted
Date Topic Attendees: By:
Biohazards and Worker | Jose C, Jose M, David, John V, John D, Marcell, Sean,
Safety Michael, Justin, Richard, Gerardo, Eliseo, Joel, Alan, Steve
4/7/2014 Chris, Sal, Brandon, Steve, Aaron, Wilfredo Shaw
Construction Site Safety | Jose C, Jose M, David, John V, John D, Marcell, Sean,
Michael, Justin, Richard, Gerardo, Eliseo, Joel, Alan, Steve
4/14/2014 Chris, Sal, Brandon, Steve, Aaron, Wilfredo Shaw
Setting Up a Safe Traffic Jose C, Jose M, David, John V, John D, Marcell,
Control Zone Michael, Justin, Richard, Gerardo, Eliseo, Joel, Alan, Steve
4/21/2014 Chris, Sal, Brandon, Steve, Aaron, Wilfredo Shaw
Emergency Phone Tree Monthly Staff Meeting Ellen
4/24/2014 (All Staff Required to Attend) Carlson
Crane, Derrick and Jose C, Jose M, David, John V, John D, Marcell,
Hoist Safety Michael, Richard, Gerardo, Eliseo, Joel, Alan, Chris, Steve
4/28/2014 Sal, Brandon, Steve, Aaron, Wilfredo Shaw
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IT REPORT

April 2014

The IT Department as part of its routine activities provided security (which includes defending the
network against intrusion, Anti-Virus and Anti-Spam measures), general services to end-users while
working off a list of priorities. The overall purpose of these services is to ensure that network resources
are available for users when they need them. As such the IT Department strives for maximum uptime of
all services. Scheduled and unscheduled maintenance will affect the uptime:

Total services monitored: 397

Total uptime: Admin = 99.938% Railroad = 99.958%
Details for the Activities for the Month of April:

Security:
Attempts against the network, defended against: 1338 (compared to 1055 of last month). Each

number is a separate attempt at intrusion into the network at either Railroad or at Admin facilities. The
breakdown of this is:

Admin: 1210

Railroad: 119

Malicious code blocked:

Admin: 430  (Low Risk: 100%)
Railroad: 150 (Low Risk 100%)
OpenDNS: 2818
MailScanner: 15

Spam filtered:

Messages rejected before being allowed into the network: 100,678
Messages filtered as SPAM: 1,855

Messages let through as GOOD: 5,596

Total Email Messages: 108,129

In summary:

The high volume of email is still a matter of concern as this currently provides the most
accessible vector for attack and infection.
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Trouble Tickets Resolved:
Each day the IT Dept works on help desk tickets as requested by users or as required to
troubleshoot situations. Below is a summary of the tickets worked on this month.

Count Summary

4 EGWS-SBS Disk Cleanup events

4 Windows Server Update Services (patch maintenance) events
16 Daily Checklist events

29 Individual user requests for assistance

Present and Future Activities:

The IT Department works on an approved list of IT priorities to ensure that all systems are kept
in top working condition and plans for future upgrades as systems become outdated or reach their
planned end-of-life.

Security:

For the month of April, we passed our external security audit. No action items were found. At
the end of April a severe vulnerability was found, affecting all version of Internet Explorer (software
used to “browse” the internet). The information from the industry indicated that Windows XP would not
be patched since XP had passed its end-of-life for extended support on the 8" of April. As soon as this
vulnerability was disclosed, the IT Department took action to mitigate the severity of the issue by
disabling the affected control within Internet Explorer so that this could not be exploited. However
within days of the vulnerability being disclosed, Microsoft issued an emergency update even for
Windows XP and these patches were applied to all domain machines.
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Another severe vulnerability, dubbed Heartbleed, was discovered in early April. The IT
Department immediately investigated and found that no internet facing servers or services were
affected. The District did however have internal servers that were affected by this vulnerability and
these were patched immediately as vendors provided patches for their systems. Additionally over the
course of the next several days following the announcement the IT Department, working with its
Vendors (such as Banks) also determined that there was no threat in its federated communication with
these partners.

Monthly Server Patching

Each month a listing of all the security and patch updates is reviewed by the IT department
before being approved for installation on the network. For the month of April, Microsoft released 4
Security Bulletins addressing 11 vulnerabilities, a total of 101 patches. All systems except SCADA were
patched.

System Improvements:

Our firewall systems, though not vulnerable to the Heartbleed bug, were patched and made up-
to-date with the latest software improvements. This added additional capabilities to the firewalls such
as version 6 of the Internet Protocol (IPv6).

The IT Department completed setting up the Backflow Device Management servers and added
these to the monitoring solution as well as the backup and recovery infrastructure.

The IT Department also assisted with the carpeting/furniture moves, which required breaking
down and setting up all user workstations. All workstation set-ups were reviewed and needed
corrections were made (such as ordering new UPS battery packs where these had expired or were not
functioning correctly). Work was also done to close out over 5500 Service Requests in Cityworks that
had been left open since Cityworks inception in June 2010.
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