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AGENDA ITEM No. 3  

February 24, 2016 
 
 
 
 
TO:  Chairman and Directors of the Florin Resource Conservation District 
 
FROM: Ellen Carlson, Management Analyst 
 
SUBJECT: NATURAL RESOURCES CONSERVATION SERVICE REPORT  
 
 
 
RECOMMENDATION 
 
This item is presented for information only. No action by the Board is proposed at this 
time.  
 
 
Summary 
 
NRCS has been a partner in conservation with local resource conservation districts for 
many years. The local NRCS office has assisted the FRCD in such past projects and 
programs as the Envirothon, creek restoration, habitat planting and water quality 
monitoring. 
 
 
DISCUSSION 
 
Background 
 
The Natural Resources Conservation Service (NRCS) is a department of the United 
States Department of Agriculture (USDA). The local NRCS District Conservationist is 
Dwane Coffey. The NRCS provides farmland protection and conservation assistance to 
landowners and agricultural interests. The NRCS has a long history of partnership with 
RCDs. 
 
Present Situation 
 
NRCS continues to provide technical assistance to farm and ranch landowners on 
erosion and sedimentation projects, nutrient management issues, water use efficiency 
improvements, soils information, wetland determinations and outreach to non-traditional 
customers to improve access to USDA services.   

 
So far this winter, 6 EQIP applications worth $385,107.00 were selected and obligated 
into financial contracts on 318 acres.  NRCS has another 51 applications worth $1.5 
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Preface 

This Emergency Response Plan (ERP) is designed to address the organized response to emergency 
situations associated with human-caused and natural disasters and technological incidents affecting 
the EGWD and its service area. This ERP has been prepared by the Elk Grove Water District 
(EGWD) in cooperation with the following persons and agencies: 

Battalion Chief Kris Hubbard, Cosumnes Community Services District 
Captain Bryan Noblett, Elk Grove Police Department, Division of Emergency Preparedness 
Cheryl Hawkins, Sacramento County Public Health 
Roger Ince, Sacramento County Office of Emergency Services 

Statement of Limitations 

Background information and other data have been furnished to AECOM by the Elk Grove Water 
District, agencies assisting with developing this plan, or obtained by independent research. AECOM 
has relied on this information as furnished or obtained, and is neither responsible for nor has 
confirmed the accuracy of this information. Any deliverables for this project are intended for the sole 
use of the Elk Grove Water District or other agencies, as indicated. Information provided may not be 
appropriate to satisfy the needs of others and any re-use of any deliverable containing findings, 
conclusions, and recommendations shall be disseminated only with the expressed intention of or 
permission from the Elk Grove Water District, as appropriate. 
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Record of Changes 

Each update or change to this ERP should be tracked. When changes to this ERP are made, the 
change number, the date of the change, the name of the person who made the change, and a 
summary description of the change will be documented here. See Section 8.3 for more information 
on the process for reviewing and revising this ERP. 

Change Number Date Entered Posted By Description 
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February 19, 2016 
 
 
TO:  Chairman and Directors of the Florin Resource Conservation District 
 
FROM: Mark J. Madison, General Manager 
 
SUBJECT: EMERGENCY RESPONSE PLAN: LETTER OF PROMULGATION  
 
 
Providing its customers with high-quality, safe drinking water is the primary 
responsibility of the Elk Grove Water District (EGWD).  The EGWD, in cooperation 
with its local first responders and county, state, and federal partners, has prepared 
this emergency response plan to ensure the most effective and economical 
allocation of resources for the protection of people and property in times of an 
emergency or disaster. 

Although no plan can completely prevent damage, good plans carried out by 
knowledgeable and well-trained personnel can and will minimize losses. This 
emergency response plan establishes the emergency organization, assigns tasks, 
specifies policies and general procedures, and provides for coordination of planning 
efforts of the various emergency staff and service elements using the Standard 
Emergency Management System. 

The objective of this emergency response plan is to incorporate and coordinate all 
the facilities and personnel of the EGWD and partner agencies into an efficient 
organization capable of responding effectively to an emergency incident that is 
beyond the normal operational capabilities of the EGWD. 

This emergency response plan is intended to function in accordance with the 
requirements of and principles set forth in the California State Emergency Plan. This 
plan was also developed to integrate smoothly with emergency operational plans 
that have been developed by the Sacramento County Operational Area and the City 
of Elk Grove. This plan will be reviewed and exercised periodically and revised as 
necessary to meet changing conditions.  

The EGWD, and its staff, urges all officials, employees, and citizens—individually 
and collectively—to do their share for the total emergency effort of the EGWD. 
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This letter promulgates the EGWD Emergency Response Plan and the adoption of 
the Standardized Emergency Management System by the EGWD.  By my approval, 
the EGWD Emergency Response Plan becomes effective on this date. 

 

 
MARK J. MADISON 
GENERAL MANAGER 
FLORIN RESOURCE CONSERVATION DISTRICT/ 
ELK GROVE WATER DISTRICT 
 
MJM/ec 
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1  Introduction 

This section describes the purpose and scope of this Emergency Response Plan (ERP) and the 
applicable authorities and regulations that apply to the Elk Grover Water District (EGWD or District) 
and the services provided by the District. This section also includes a profile of the District’s water 
system and its potential threats and hazards.  

1.1 ERP Purpose 

The purpose of this ERP is to provide the District with a standardized response and recovery plan to 
prevent, minimize, and mitigate injury and damage resulting from emergencies or disasters of human-
caused, natural, or technological origin. This ERP also describes how the EGWD will respond to 
potential threats or actual scenarios identified in the vulnerability assessment and additional 
emergency response situations. Appendix A, Action Plans contain information that can be used to 
guide the response to specific types of incidents. In addition to the specific threats addressed, the 
District will maintain a preparedness culture with an all-hazards perspective. 

1.2 ERP Overview 

This ERP is organized into two main sections: a base plan consisting of Sections 1 – 8, and a section 
of appendices. A brief description of the plan sections and appendices is found below. 

Section 1 – Introduction provides the purpose and scope of this ERP and the authorities, 
regulations, and guidelines applicable to EGWD emergency response operations. It also provides an 
overview of the District’s operations, equipment, and alarms and communications systems.  

Section 2 – Program Administration provides a description of how the District integrates the 
requirements of the California Standardized Emergency Management System (SEMS) and the 
National Incident Management System (NIMS) into its emergency preparedness program, in addition 
to providing an overview of the District’s health and safety policies, training and exercise program, 
and provisions for requesting and providing mutual aid/mutual assistance.  

Section 3 – Concept of Operations describes how the District operates its Emergency Operations 
Center (EOC), conducts notifications and activations, maintains sustained operations, and 
implements deactivation and demobilization activities.  

Section 4 – Coordination and Communication describes how EGWD coordinates internally and 
externally and how the District communicates and shares information with partner and supporting 
agencies.  

Section 5 – Action Planning describes the purpose and use of water utility pre-defined Action Plans 
(APs) and how those plans differ from EOC/Incident Action Plans that guide actual incident 
coordination and tactical response operations.  

Section 6 – Emergency Response Operations describes the different response operations that 
may be conducted following various types of incidents.  

Section 7 – Recovery Operations describes initial and long-term recovery and restoration activities 
EGWD may undertake following an incident, in addition to providing information pertaining to specific 
state and federal recovery assistance program requirements.  

Section 8 – ERP Maintenance and Sustainability describes how this ERP is maintained, updated 
and implemented and the actions necessary to sustain it.  
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Appendix A – Action Plans provides incident-specific emergency action plans to assist EGWD staff 
in responding effectively to different incidents.  

Appendix B – EOC Position Checklists provides position-specific checklists for each of the 
Management/Command and General Staff positions.  

Appendix C – EOC/Incident Action Planning Forms provide an example and a template for 
documenting action plan information for use in the EOC. 

Appendix D – Emergency Contact Information provides a list of internal and external emergency 
contacts.  

Appendix E – Damage Assessment Forms provides sample forms that are helpful in documenting 
information collected during the assessment of damage to EGWD systems and infrastructure.  

Appendix F – Exit Plans are diagrams of the four primary buildings of EGWD with excape routes 
indicated.  

Appendix G – Maps and Figures provides system maps and figures to support the implementation 
of this ERP.  

Appendix H – Sample Public Notices and Press Releases provides samples of public notices that 
can be used to disseminate information to EGWD customers and the general public. 

Appendix I – CalWARN Agreement  

Appendix J – Reports and Forms includes sample forms provided by the California Governor’s 
Office of Emergency Services and SWRCB DDW for documenting various incident response 
activities.  

1.3 Key Authorities, Regulations, and Guidance Documents 

Key statutory and regulatory requirements and applicable guidance governing the preparation of and 
the content for water district ERPs in California are listed below: 

 California Government Code Section 8607.2, Public Water System Plans 
 United States Public Law 107-188, Public Health Security and Bioterrorism Preparedness and 

Response Act of 2002 
 California Health and Safety Code, Sections 116460, 116555, and 116750. Refer to the 

current edition of the California Safe Drinking Water Act and Related Laws for the specific 
language 

o Section 116460, Emergency Notification Plan Requirement  
o Section 116555, Operational Requirements 
o Section 116750, Tampering with Public Water Systems 

 California Waterworks Standards, Section 64560 
 California Emergency Services Act (1952, amended 1970, 1986, and 1992) (referred to as the 

“Act”) 
 California Government Code, Title I, Division 4, Chapter 8, Section 3100. Identifies public 

agency employees as Disaster Service Workers 
 California State Emergency Plan. 
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Guidance from the following documents is incorporated in this ERP: 

 “State Water Resources Control Board Division of Drinking Water Emergency Response 
Plan Guidance” (SWRCB DDW, February 2015). 

 “Guidance for Water Utility Response, Recovery & Remediation Actions For Man-Made And 
/ Or Technological Emergencies” (USEPA 810-R-02-001). 

 “Large Water System Emergency Response Plan Outline: Guidance to Assist Community 
Water Systems in Complying with the Public Health Security and Bioterrorism Preparedness 
and Response Act of 2002” (USEPA 810-F-03-007, July 2003). 

 “Response Protocol Toolbox: Planning for and Responding to Drinking Water Contamination 
Threats and Incidents” (USEPA-817-D-03-001 to 007, Interim Final – December 2003). 

 “Emergency Response Plan Guidance for Small and Medium Water System to Comply with 
the Public Health Security and Bioterrorism Preparedness and Response Act of 2002”. 
2004. EPA 

 “Emergency Planning Guidance Public and Private Water Utilities.” March 1999. California 
Office of Emergency Services (OES) and California Utilities Emergency Association.  

1.4 Access Control 

Because of the sensitive nature of the information contained in this ERP, an access control protocol 
has been established under the direction of the General Manager. Distribution of this ERP is limited to 
those individuals directly involved in EGWD’s emergency planning and response activities. Copies of 
this ERP copies are numbered prior to distribution, and recipients are required to sign and date a 
statement that includes their ERP number and their agreement not to reproduce this ERP without 
permission from the EGWD. 
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1.5 District Profile 

EGWD is a medium-sized water purveyor near Sacramento, California, serving approximately 40,000 
people. EGWD water system operations date back to 1893, when the District was started by a private 
interest. In 1999, the system was purchased by the Florin Resource Conservation District (FRCD), a 
public agency that was formed to address soil degradation issues resulting from poor irrigation and 
drainage. The FRCD may provide technical assistance and conservation education to farmers, 
community members, and students. In addition, the FRCD participates in a number of regional 
environmental activities. 

The EGWD service area is divided into two distinct service areas, commonly referred to as Service 
Area 1 and Service Area 2. Source water for Service Area 1 is provided by eight wells owned and 
operated by EGWD. Source water for Service Area 2 is provided by the Sacramento County Water 
Agency (SCWA), a wholesaler of surface and groundwater. SCWA owns and operates groundwater 
wells, storage tanks, water treatment facilities, and water conveyance systems. SCWA receives 
treated surface water from the City of Sacramento. Water is not shared between the two service 
areas except in an emergency. A summary of EGWD characteristics is shown in Table 1-1. 

Table 1-1. EGWD Profile 

System identification number 3410008 PWS # 

System name and address Elk Grove Water District 
9257 Elk Grove Boulevard 
Elk Grove, CA 95624 

Directions to system office Office is on the north side of Elk Grove Boulevard east of Waterman 
Road. 

Service connections and population 
served 

12,500 connections >40,000 people 

Type of source Groundwater wells & SCWA wholesale 
water 

Two surface water treatment 
plants 

Type of treatment provided Disinfection treatment is provided using chlorine and ultraviolet light. 

Number of storage tanks Two treated water storage tanks; each can store 2 million gallons 

Average water demand 4.6 million gallons per day (MGD) 

Maximum and peak water demand 6.4 MGD July 4, 2014 

Primary Emergency contact(s)  Mark Madison 
Manager 

(916) 585-9380 office 
 

Ellen Carlson  
Management Analyst 

(916) 585-9384 office 
 

Steve Shaw 
Water Treatment Foreman 

(916) 585-9386 office 
 

 

The Railroad Water Treatment and Storage Facility (RRWTSF) provides most of the water for Service 
Area 1. RRWTSF provides 2.5 million gallons of water per day using booster pumps (capacity of 
18,000 gallons per minute), supervisory control and data acquisition (SCADA), filtration treatment, 
and a backup power supply. All source water for the RRWTSF is groundwater sourced from four wells 
constructed to take water from the deep aquifer. The newly updated Hampton Village Water 
Treatment Plant supplements the RRWTSF during periods of peak demand. 

The RRWTSF incorporates numerous security, safety, and backup systems in its design. Each step 
in the treatment process can be bypassed in the event of an equipment failure. The RRWTSF also 
has emergency power on-site capable of running the entire facility should normal power to the plant 
be interrupted. In addition, no hazardous materials are used or stored at the site. The EGWD has 
many resources at its disposal for emergency events and other abnormal operating conditions. The 
following sections summarize these resources. 
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1.5.1 Backup Sources 
of Supply 

The source of supply for each of the two service areas is distinct. 
Service Area 1 receives water from wells owned and operated by the 
EGWD. Service Area 2 receives wholesale water from the SCWA. 
Service Area 2 water consists of surface and groundwater, and all 
supply facilities are owned and maintained by the SCWA. These 
sources are described in Table 1-2. 

Table 1-2. Backup Sources of Supply 

Source Description 

Storage 

 The RRWTSF has a total of 4.0 million 
gallons of storage, with approximately 
1.5 million gallons reserved as 
emergency storage (20 percent of 
maximum day demand).  

 Another 630,000 gallons is reserved for 
fire suppression.  

 The remaining storage is for operational 
demands. 

Wells 

Although all of Service Area 1 uses 
groundwater as a source of supply, there 
are two categories of groundwater source: 

1. Deep wells consist of newly drilled wells 
(since 2002) constructed to depths of 
approximately 1,000 feet. These wells 
yield water from the Mehrten formation 
and are connected directly to treatment 
facilities. 

2. Shallow wells consist of older wells that 
yield water from unconfined zones 
above approximately 600 feet.  

Interconnections 

 The two service areas are 
interconnected at intertie points.  

 These interconnections can be opened 
in the event of an emergency.  

 Opening an interconnection requires 
coordination with the SCWA, because 
a widespread emergency may also 
impact the SCWA's ability to provide 
water.  

 Refer to the California 
Water/Wastewater Agency Response 
Network (CalWARN) mutual aid 
agreement found in Appendix I, 
CalWARN Agreement. 
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1.5.2 Emergency 
Equipment 

The EGWD has the following backup power supply sources, as 
indicated in Table 1-3. 

Table 1-3. Backup Power Supplies 

Power Supply Description 

Railroad 
Generator 

 The railroad generator is a dedicated power 
supply with the capacity to operate the entire 
RRWTSF, including the onsite well.  

 This generator has 1,000 gallons of fuel, 
which provides approximately 12 hours of 
generator operation.  

 The generator is designed to operate as an 
uninterrupted power supply and will begin 
operating automatically in the event of a 
power outage.  

 This generator is also designed to notify 
operators in the event of its operation. 

Hampton 
Village 
Generator 

 The Hampton Village generator is a dedicated 
generator that was installed with the upgrade 
of the Hampton Village facility.  

 The generator is sized to properly operate the 
facility. 

 The generator must be activated manually by 
a treatment operator.  

Mobile 
Generators 

 EGWD has two mobile generators capable of 
operating individual well facilities.  

 The mobile generators can be transported to 
each well site by operations staff when 
needed.  

 Each well site is equipped with a "quick 
connect" so that the time required to provide 
power to a well site is reduced. 

1.5.3 Alarms and 
Communication 
Systems  

In the event of an emergency, notification will be provided to the 
proper EGWD personnel using a combination of channels. At least 
one dedicated operator is on call at all times to receive a notification 
and initiate emergency response procedures, as deemed necessary. 
In the event of an incident that has destroyed or disabled the 
Administration Building complex, EGWD will need to operate for 48 
hours without IT and web-based communications – central phones 
and email -- systems. Communications between personnel and 
facilities will include a combination of devices. Communication 
systems are included in Table  1-4.
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1.5.3 Alarms and 
Communication Systems 
(cont.) 

Each District building has an on-site fire alarm system. 

Table 1-4. Alarm and Communication Systems 

Mode Description 

Phone 
Calls 

 EGWD office staff is equipped to respond to calls 
received that require immediate action by 
contacting operation personnel.  

 After-hours phone calls are received by an 
answering service and forwarded to the on-call 
operator, if necessary. 

SCADA 

 A SCADA system is installed at the RRWTSF that 
provides automated control of plant processes, 
including the operation of remotely located wells 
that provide water to the plant for treatment and 
storage.  

 The SCADA system is also equipped with alarm 
functions to alert operators of plant malfunctions.  

 The operators can also access SCADA from 
remote locations (via Internet) to view the status of 
the plant. 

Cell 
Phones 

All lead operators carry cell phones during work hours. 

Radios 

On-call operators carry radios in the event cell phones 
fail to function properly. Additional radios (two) are 
available during an emergency for operator-to-operator 
or operator-to-office communication. 
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1.6 Threat and Hazard Profile 

The EGWD faces both natural and human-caused threats and hazards. To address these threats and 
hazards, the District conducted a Vulnerability Assessment in 2014. The Vulnerability Assessment is 
a confidential document with sensitive security information that is provided on a “need to know” basis 
only. This ERP document was prepared using the 2014 Vulnerability Assessment. 

The National Terrorism Advisory System (NTAS) replaces the color-coded Homeland Security 
Advisory System. NTAS will more effectively communicate information about terrorist threats by 
providing timely, detailed information to the public, government agencies, first responders, airports 
and other transportation hubs, and the private sector. NTAS recognizes that Americans all share 
responsibility for the nation’s security and should always be aware of the heightened risk of terrorist 
attack in the United States and what they should do. A description and details about the NTAS can be 
found on its website at http://www.dhs.gov/national-terrorism-advisory-system. 

The Water Sector is identified as critical infrastructure by the U.S. Department of Homeland Security. 
Gaps in security or safety in the Water Sector can seriously threaten public health, the environment, 
the economy, or even national or global security. Examples of potential threats and hazards to EGWD 
security, safety, and communication are: 

 Natural hazards such as earthquakes, floods, and tornados 
 Train derailment or chemical spills 
 Facility fires or explosions 
 Power outages 
 Cyber intrusions and attacks 
 SCADA sabotage 
 Intrusion, sabotage, and malicious act 
 Armed intruder / active shooter incidents 
 Water contamination 

 

http://www.dhs.gov/national-terrorism-advisory-system
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2  Program Administration 

This section describes how the EGWD Emergency Response Plan is administered. Specifically, this 
section describes foundational requirements of SEMS and NIMS, basic preparedness activities, and 
additional elements to sustain the program before, during, and after a disaster. 

2.1  SEMS and NIMS Compliance 

This ERP is compliant with SEMS. SEMS is compliant with the NIMS and is the system required by 
California Government Code Section 8607 for managing response to multi-agency and multi-
jurisdiction emergencies in California.  

EGWD’s adherence to SEMS promotes effective interagency coordination and facilitates effective 
direction at the field level using the Incident Command System (ICS).  

Local public agencies (cities, counties, special districts) must use SEMS to be eligible for State 
funding of certain response-related personnel costs resulting from a disaster (see Government Code 
Section 8670 (e)(1)). 

2.1.1 SEMS Levels 

There are five designated levels in the SEMS organization: Field, Local, Operational Area, Regional, 
and State, as described in Table 2-1. 

Table 2-1. SEMS Levels 

SEMS Level Level Description 

Field 
 At this level, emergency response personnel and resources are 

managed under the ICS to carry out tactical decisions and activities in 
direct response to an incident or threat. 

 This is the level at which most EGWD operations will be conducted.  

Local Government 

 Local government includes cities, counties, school districts, and 
special districts (including the EGWD).  

 As a special district within the City of Elk Grove, EGWD 
communicates and coordinates primarily with and through the City of 
Elk Grove.  

Operational Area 

 The Operational Area concept represents the intermediate level of the 
State's emergency organization, consisting of a county and all political 
subdivisions, including water districts and other special districts, within 
the county area.  

 EGWD communicates and coordinates with the Sacramento County 
Operational Area through the City of Elk Grove Police Department, 
Division of Emergency Services. 

Regional 

 Because of its size and geography, the state of California is divided 
into six mutual aid regions by the Governor's Office of Emergency 
Services (Cal OES).  

 The regional level manages and coordinates information and 
resources among operational areas within the mutual aid region and 
also between the operational areas and the state level.  

 The EGWD falls within Cal OES Region IV for mutual aid and 
CalWARN mirrors these boundaries. 
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Table 2-1. SEMS Levels 

SEMS Level Level Description 

 Regional operations are coordinated through the Cal OES Inland 
Region Regional Emergency Operations Center (REOC). 

State 

 The state level manages and coordinates state resources in response 
to the emergency needs of the other levels. 

 This level manages and coordinates mutual aid among the mutual aid 
regions and between the regional and state levels.  

 The state level also serves as the coordination and communication 
link between the state and federal disaster response system.  

 State operations are coordinated through the State Operations 
Center, at Cal OES Headquarters, at Mather. 

 

2.1.2 SEMS Sections There are five principle sections within the SEMS organization at each 
of the five SEMS organizational levels. The five sections are: 

 Management in the Emergency Operations Center 
("Command" at the field level); 

 Operations; 
 Planning/Intelligence; 
 Logistics; and, 
 Finance/Administration 

These sections are modular in design and can expand or contract 
depending on incident requirements. A general principle in the use of 
the five sections is that no one person should directly supervise more 
than five to seven staff persons to maintain an adequate span of 
control. The organizational structure can be as small as one position 
or expand to include hundreds of positions. Again, the complexity of 
the incident dictates the type and size of resources necessary to 
manage the response. These positions collectively comprise the 
Incident Management Team (IMT). These sections that follow as they 
relate to water system operations during an emergency. Table 2-2, 
also includes information pertaining to specific section and position 
responsibilities and personnel assignments.
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2.1.3 EGWD 
Emergency Response 
Organization

A key element of effective incident management is having a chain-of-
command that identifies system personnel and their responsibilities in 
an emergency. The Incident Manager will have the responsibility and 
authority for managing the utility’s response to an emergency. Using 
the terminology of the U.S. Environmental Protection Agency (EPA) 
Response Protocol Toolbox, this lead person may be referred to as 
the Water Utility Emergency Response Manager (WUERM). Figure 2.1 
shows the Incident Management Team (IMT) structure for the EGWD. 
Section and position responsibilities are described with personnel 
assignments in Table 2-2.  

 

Figure 2-1. EGWD Emergency Response Organization 

 

  
Incident Manager 

Logistics 
Finance/ 

Administration 
Operations  

Planning/ 
Intelligence 

PIO 

Safety Officer 
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Table 2-2.  Emergency Roles and Responsibilities 

Position or 
Section 

Position or 
Section Chief Responsibilities 

Personnel 
Assignments 

Incident Manager 

(also serves as the EOC 

Director and WUERM) 

 Responsible for providing overall coordination 
and management direction for EOC and field-
level response activities. 

 Establishes incident objectives, strategies, and 
priorities. 

 Coordinates with Safety/Security Officer to 
ensure incident safety and security. 

 Provides information to internal and external 
stakeholders. 

 Establishes and maintains liaison with other 
agencies participating in the incident. 

 Coordinates with management at other SEMS 
levels, as appropriate. 

(P) Mark Madison, PE 

(916) 585-9380 (O) 

 

(A) Bruce Kamilos 

(916) 585-9385 (O) 

Safety/Security 

Officer 

 Advises the Incident Manager on issues 
regarding incident safety and security. 

 Works with Operations Section to ensure 
safety of field personnel.  

 Ensures safety of all incident personnel 
assigned to the field or the EOC. 

(P) Ellen Carlson 

(916) 585-9384 (O) 

 

(A) Stefani Phillips 

(916) 585-9382 (O) 

Public Information Officer Advises the Incident Manager on information 
dissemination and media relations. 

 Gathers, verifies, coordinates, and 
disseminates accurate, accessible, and timely 
information. 

 Obtains information from and provides 
information to the Planning/Intelligence 
Section, the community, and the media. 

 Manages communications with the Board of 
Directors. 

 Develops press releases and advisories, with 
approval if Incident Manager. 

 Participates in Joint Information Center (JIC) 
activities, as directed by the Incident Manager. 

(P) Ellen Carlson 

(916) 585-9384 (O) 

 

(A) Stefani Phillips 

(916) 585-9382 (O) 

Liaison Officer (optional)  Assists the Incident Manager by serving as 
point of contact for representatives from 
assisting or supporting response 
organizations.  

 Provides briefings to and answers questions 
from supporting organizations. 

(P) Bruce Kamilos 

(916) 585-9385 (O) 

 

(A) Jim Malberg 

(916) 585-9381 (O) 

Legal Advisor (optional)  Technical specialist for legal matters involving 
issues such as contracting, media access, 
public notices and advisories. 

(P) Ann Siprelle 

(916) 551-2834 (O) 

 

(A) Williams (Rick) 

Robinson 

(916) 551-2834 (O) 
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Table 2-2.  Emergency Roles and Responsibilities 

Position or 
Section 

Position or 
Section Chief Responsibilities 

Personnel 
Assignments 

Operations Section 

Section Responsibilities: 

 Distribution Systems 

 Water Quality 

 Distribution 
Maintenance 

 Damage Assessment 

 Responsible for all tactical response activities 
focused on reducing immediate hazards, 
saving lives and property, and restoring 
normal operations. 

 Determines tactics and resources for 
achieving objectives for each operational 
period. 

(P) Steve Shaw 

(916) 585-9386 (O) 

 

(A) Richard Salas 

(916) 585-9388 (O) 

Planning 

Section Responsibilities: 

 Situation Analysis 

 GIS  

 Incident Action 
Planning 

 Documentation 
 Demobilization 

 Collects, evaluates, and disseminates incident 
information and intelligence to the Incident 
Manager and incident response personnel. 

 Prepares reports and maintains status of 
resources assigned to the incident. 

 Prepares Incident Action Plans (IAP) with the 
Operations Section and guidance from the 
Incident Manager. 

 Maintains and distributes incident situation 
status information. 

 Collects, records, and safeguards incident 
documentation. 

 Check on inventory of spare parts for the 
water distribution system. (Alternate) 

(P) Bruce Kamilos 

(916) 585-9385 (O) 

 

(A) Travis Franklin  

(916) 585-9389 (O) 

Logistics 

Section Responsibilities: 

 Communications/ 
Information Technology 
(IT) 

 Transportation 

 Personnel 

 Supply/ Procurement 

 Facilities 
 Resource Tracking 

 Responsible for providing facilities, services, 
personnel, equipment, and materials required 
for incident response.  

 Establish an emergency fuel supply. 

 Notify the Special District Risk Management 
Authority (SDRMA) in the event of any incident 
involving damage to District facilities. 

 Obtain necessary emergency fencing and 
other on-site security or clean-up services that 
may be needed. 

(P) Jim Malberg 

(916) 585-9381 (O) 

 

(A) Richard Salas 

(916) 585-9388 (O) 

Finance/ 

Administration 

Section Responsibilities: 

 Timekeeping 

 Cost Accounting 
 Cost Recovery 

 Responsible for recording personnel time, 
maintaining vendor contracts, administering 
compensation and claims, and conducting 
overall cost analysis. 

 Tracks and pays invoices. 

 Gathers and maintains damage assessment 
information in coordination w/ 
Planning/Intelligence and Operations 
Sections, 

 Responsible for recordkeeping in support of 
insurance claims and to support claims for 
state and federal disaster assistance 
programs. 

(P) Donella Murillo 

(916) 585-9383 (O) 

 

(A) Jim Malberg 

(916) 585-9381 (O) 
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2.1.3 EGWD Emergency 
Response Organization 
(cont.)

The overall SEMS organization structure is divided into two leadership 
sections: the General Staff and the Command Staff. 

General Staff—Each section listed above (Operations; 
Planning/Intelligence; Logistics; and, Finance/Administration) must 
have a delegated chief to manage the section. Depending on the 
nature and scope of the emergency, each section can have several 
branches, divisions, groups, or units to address specific activities. 

Command Staff—These positions report directly to—and are directly 
subordinate to—the Incident Manager. They can include the Public 
Information Officer (PIO) Safety/Security Officer, and a Liaison Officer, 
which should be established when an incident requires multi-
jurisdictional or multi-agency coordination. Command staff can also 
include a Legal Advisor position, if required by incident circumstances. 

As a medium-size water utility, for most incidents, EGWD will fill the 
Incident Manager position and general staff positions at the Section 
Chief level. Section Chiefs may designate deputies or obtain staff 
support as necessary, based on incident requirements. Command 
Staff positions may appoint assistants to help with their duties. 
EGWD’s SEMS-compliant emergency organization structure for an 
EOC is shown on Figure 2-1 (see in Section 2.1.4 below). 

 

2.1.4 Incident 
Command System

 

The EGWD responds to disasters using the ICS, which is a primary 
component of both SEMS and NIMS. This standardized incident 
management concept allows responders to adopt an integrated 
organizational structure equal to the complexity and demands of any 
single incident or multiple incidents without being hindered by 
jurisdictional boundaries. 

ICS is based on a flexible, scalable response organization. This 
organization provides a common framework within which people can 
work together effectively. Because response personnel may be drawn 
from multiple agencies that do not routinely work together, an ICS is 
designed to establish standard response and operational procedures. 
This design reduces the potential for miscommunication during 
incident response. 

When resources become depleted or are not available at the field or 
local level, requests for resources are moved up through these levels 
until the requests are filled. Following SEMS, the EGWD will request 
support both through the City of Elk Grove and through CalWARN, as 
needed. Additional information on CalWARN is found in Section 2.4 
and a copy of the CalWARN agreement is included in Appendix H, 
CalWARN Agreement. 
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2.1.4 Incident Command 
System (cont.) 

Depending on the circumstances of the incident, when a request is 
made by the EGWD to local first responder agencies, such as fire 
(Cosumnes Community Services District [CSD]) or law enforcement 
(Elk Grove Police Department [PD]), ICS will be implemented by these 
first responder agencies to manage the resources at the site. EGWD 
personnel who will interface with these first responder personnel in the 
field should understand their role in the ICS structure. EGWD can and 
will provide tactical and precautionary measures through their EOC. It 
will be important to coordinate these activities with the field (Incident 
Manager) through an Agency Representative or Technical Specialist in 
the ICS structure.
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2.2     Employee Health and Safety 

Safety and security are everyone’s responsibility; staff members are responsible for ensuring safety 
and security best practices. Although each staff member bears responsibility for his/her own safety 
and security, senior management will exercise leadership and guidance to require the highest level of 
due diligence from all staff. An employee’s first responsibility is to check on the well being of his/her 
family and property, and then to check in with the District.  

Everyone should collect and share all available information about security within the team and report 
any security incidents to his or her supervisor. Every employee is empowered to call 9-1-1 at any 
time. An employee should not need to call a supervisor first. Additionally, every effort will be made to 
communicate security threats, and/or incident impacts affecting EGWD facilities to all EGWD staff.  

Every staff member is accountable for his/her personal and professional actions and conduct. Actions 
affect the employee’s personal security and also the security of others, and the security and 
reputation of the EGWD. No employee should ever risk his or her life for the protection of EGWD 
assets. Employees are not expected to be heroes.  

Compliance with safety and security practices is mandatory and must be maintained to mitigate risks 
and threats and to create a secure working and living environment. Emergency contingency plans 
and procedures, including medical evacuation and relocation plans, must also be developed and be 
well understood by all staff. Each EGWD facility has an emergency evacuation plan that includes floor 
plans, egress routes, and assembly points. These plans are found in Appendix F, Exit Plans.  

Personal security depends to a large extent on the personal attributes of individuals, particularly their 
adherence to proper business conduct, solidarity with team members and correct behavior. 
Individuals should know their strengths and weaknesses and never provoke a situation with offensive 
personal behavior. They should always maintain integrity and not become part of the problem. 
Ethical, correct, polite, impartial, and neutral behavior by staff is the golden rule. 
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2.3   Training and Exercise 

2.3.1 Training 
Requirements 

All EGWD personnel who may be required to respond to emergencies 
will receive initial and refresher training on this ERP. The training will 
be conducted annually or when any of the following occurs: 

 New employees are hired. 
 Special emergency assignments are designated to 

operations staff. 
 New equipment or materials are introduced. 
 Procedures are updated or revised. 

Independent study and classroom work will be supplemented by drills 
and exercises, depending on EGWD’s resources. The EGWD should 
include all the key players in training and exercises so that everyone is 
familiar with emergency policies and procedures. Baseline training for 
employees assigned to EOC positions, should, at minimum include: 

 IS-700: NIMS, an Introduction 
 IS-100 (ICS 100): Introduction to the Incident Command 

System 
 IS-200 (ICS 200): ICS for Single Resources and Initial Action 

Incidents 
 IS-800 (ICS 800): National Response Framework and 

Introduction 

These and more advanced National Incident Management System 
(NIMS) training courses are offered on-line through the Federal 
Emergency Management Agency Independent Study program. 
Information regarding this program can be found at: 
www.training.FEMA.gov 

Staff assigned to Section Chief, or Command Staff roles should also 
take: 

 ICS 300: Intermediate ICS for Expanding Incidents 
 ICS 400: Advanced ICS 

These courses require classroom attendance and are scheduled 
periodically through the Sacramento County Operational Area, or 
through the Cal OES, California Specialized Training Institute (CSTI). 
Information regarding Cal OES training can be found at: 
http://www.caloes.ca.gov/Cal-OES-Divisions/California-Specialized-
Training-Institute 

Field staff is also required to meet the requirements of Title 8 
California Health and Safety Code Division 1, Article 109, Section 
5192, which defines specific training requirements for staff that may 
work in potentially hazardous environments. 

 

 

http://www.training.fema.gov/
http://www.caloes.ca.gov/Cal-OES-Divisions/California-Specialized-Training-Institute
http://www.caloes.ca.gov/Cal-OES-Divisions/California-Specialized-Training-Institute


 
Elk Grove Water District – Emergency Response Plan Program 

Administration 

10  

 
 

2.3.2 Exercises EGWD will conduct exercises or drills at least annually to test and 
evaluate concepts and/or procedures contained in this ERP and to 
provide employees with a basic awareness of what is included in this 
ERP. Evacuation drills will be held regularly at all locations. 
Additionally, EGWD will participate in exercises conducted by the City 
of Elk Grove or Sacramento County when the exercise objectives are 
relevant to EGWD systems and services. After each exercise, lessons 
learned should be documented in an after-action report and be used to 
modify this ERP or notification lists, as necessary. The types of 
exercises in which EGWD staff may participate are described in Table 
2-3. 

Table 2-3. Exercise Types 

Exercise 
Type 

Description 

Table Top 

Exercise (TTX) 

 TTXs involve developing scenarios that 
describe potential problems and providing 
certain information necessary to address the 
problems.  

 Employees will be presented with an incident 
scenario.  

 Next they will verbally respond to a series of 
questions and then evaluate whether their 
responses match what is written in this ERP. 

Functional 

Exercise (FE) 

 An FE is designed to simulate a real major 
event.  

 A team of simulators is used to provide a 
realistic situation and sequence of events.  

 By using a series of pre-scripted messages, the 
simulation team sends information in to 
personnel assigned to carry out ERP 
procedures.  

 Both the simulators and personnel responding 
to the simulation are focused on carrying out 
the procedures to test the validity of this ERP. 

Full-Scale 

Exercise (FSE) 

 During an FSE, personnel and equipment are 
actually mobilized and moved to a scene.  

 A problem is presented to the response 
personnel, and they respond as directed by this 
ERP, and the Incident Manager, at the scene. 
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2.4    Mutual Aid and Assistance 

This section addresses how EGWD requests or provides assistance through mutual aid. The 
distinction between mutual aid and mutual assistance is that mutual aid is provided between and 
among government entities, under the authority of the California Master Mutual Aid Agreement, while 
mutual assistance is provided under the CalWARN agreement. Mutual aid is the provision of 
personnel, equipment, and supplies by the State of California, its various departments and agencies, 
and the various political subdivisions, municipal corporations, and other public agencies of the State 
of California during times of local peril or emergency. The CalWARN agreement provides the same 
kinds of resources, but the assistance is not provided under the authority of the California Master 
Mutual Aid Agreement. 

For the exchange of personnel and resources, EGWD signed the CalWARN agreement, which is 
attached as Appendix I, CalWARN Agreement and includes the following provisions: 

 Establish a statewide program that provides protocols and direction for EGWD to request 
help from other utilities; 

 Create a method to gather resources and personnel from a utility in an unaffected area of 
the State and provide them to EGWD in the event it is overwhelmed by an emergency; 

 Provide resources and/or personnel voluntarily when mutual aid is not mandatory; 
 Include resources, personnel, facilities, or other types of support as part of the assistance 

available; 
 If the EGWD is asked to provide mutual aid and mutual assistance, EGWD determines what 

personnel, resources, facilities, or other support to provide and determines the limitations of 
the aid; 

 Resources provided through mutual aid or mutual assistance become support at the scene. 
The mutual aid or mutual assistance does not take control of the scene or take over the 
response; and 

 Mutual aid and mutual assistance are not to be used as a supplement to or substitute for an 
available work force during normal operations. 
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2.5    Protocols for Requesting Aid  

The CalWARN Agreement enables EGWD to contact partners in the agreement for aid. The 
Agreement is activated when two or more Member Utilities agree borrow and lend resources to each 
other under the terms of the Agreement. The utility receiving the request can either fill the request or 
determine that assistance cannot be sent. Public water utilities assist each other under the provisions 
of the California Master Mutual Aid Agreement when there is a local emergency or a state of 
emergency proclamation by the Governor. The EGWD may also provide support to other water 
utilities under the specific provisions of CalWARN. 

Under the terms of the Agreement, Member Utilities in need of assistance may contact other Member 
Utilities directly. Although, formal requests for resources should follow standard SEMS protocols 
consistent with the California Master Mutual Aid Agreement. If the District requires assistance, the 
formal request should be routed through the City of Elk Grove, then to the Sacramento Operational 
Area.  

 



 
Elk Grove Water District – Emergency Response Plan Concept of 

Operations 

1 

 
 

3 Concept of Operations 

3.1 EOC Operations 

The EGWD EOC is a pre-designated facility to coordinate the overall response and support to an 
emergency. The primary EOC location will be in the Administration Conference Room at 9257 Elk 
Grove Boulevard. An alternate EOC may be established at the Maintenance Operations Center 
(MOC), in the event the primary EOC location is compromised.  

 

3.1.1 EOC 
Functions

During an emergency, the EGWD IMT at the EOC will:  

 Set priorities and develop an IAP. 
 Coordinate and support all field-level incident activities within the 

utility service area.  
 Gather, process, and report information within the utility service 

area and to other levels of SEMS. 
 Coordinate with local government, operational areas, and/or 

regional EOCs as appropriate.  
 Request resources from higher SEMS levels. 

The EOC has sufficient communication equipment (phones, computers, 
two-way radios, etc.), electronic copies of all engineering and operational 
plans and procedures for the District, chalk and/or white boards, and 
tables and chairs sufficient to meet the needs of an EGWD emergency.

 

3.1.2 EOC 
Activation

 

In the event that a credible or confirmed threat has been established, the 
EGWD staff will notify the General Manager or designated alternate. The 
General Manager or alternate will then make the decision to activate the 
EOC. Once the decision to activate the EOC has been made, the City of 
Elk Grove PD, Division of Emergency Services EOC and SCWA will be 
notified to inform them of the threat and activation of the EGWD EOC. 
Based on the severity of the incident, the General Manager or designee, 
may also recommend that the City of Elk Grove EOC activate. 
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3.2 Emergency Response Activation and Notification 

During most emergencies, it is important to contact the City of Elk Grove Police Department and 
Cosumnes CSD, who provide public safety and fire services in the jurisdiction encompassing the 
EGWD. This process begins with an initial 9-1-1 call and should be followed up as soon as practical 
with the contacts listed in Appendix D, Emergency Contact Information, depending on the event. If 
the incident involves potential public or environmental health issues, the specific action plans in 
Appendix A, Action Plans, include agency contact information.  

After notifying 9-1-1, the California State Water Resources Control Board (SWRCB) Division of 
Drinking Water (DDW), District 9 Office should be contacted at (916) 449-5681 (See also Appendix 
F, Water Quality Emergency Notification Plan). The SWRCB DDW is the primary Drinking Water 
Agency in California and has regulatory jurisdiction over all public water systems in the state. Contact 
information should be reviewed annually to ensure that current information is provided. 

3.2.3 Initial 
Notifications

Efficient emergency response begins with activation of this ERP and 
notification of response personnel. Most disasters develop from normal 
emergency response situations. These normal emergencies allow for 
some warning and notification. An emergency impacting only EGWD may 
be obvious, such as a hazardous materials incident, or a warning from the 
remote monitoring systems, field crews, or customers. Notice of external 
emergencies will usually be received by a 24-hour answering service. 
However, for a no-notice or limited-notice incident, the emergency is 
immediate and personnel should be trained to respond immediately, 
without waiting or notification. The following information outlines basic 
activation procedures for ERP activation and staff notification

 

3.2.4 Automatic 
Activation

 

Although rare in occurrence, certain disaster incidents will automatically 
activate this ERP. Under the following conditions, staff should respond to 
their emergency response site immediately: 

 Significant earthquake; 
 Tornado that has hit EGWD facilities; 
 Severe storm or fire / explosion; or 
 Site access or egress obstructions occur at EGWD facilities, 

particularly at the RRWTSF or the MOC 

In most events, a build-up or warning time allows for the following 
activation procedures. This ERP may be activated by the appropriate 
person, such as the EGWD General Manager or designee, under several 
conditions including: 

 A threatened or actual event affects only EGWD facilities and 
operations (e.g., supply contamination); 

 A local area emergency has the potential to affect, or has 
affected, all or part of the EGWD’s service area (e.g., fire); or 

 A regional event (e.g., moderate earthquake) occurs.
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3.2.5 Notification 
Procedure

Once an emergency or disaster occurs, personnel must be notified to 
respond. In the event that a disaster occurs and telephone lines or cellular 
networks are still operational, each department’s designated emergency 
liaison should immediately telephone his/her department’s manager with 
any information provided by the Incident Manager or his/her designee. 
Each manager, in turn, should contact his/her immediate subordinate 
supervisor(s). Each supervisor should telephone his/her first line 
supervisor(s) with the information, and each first line supervisor should 
contact his/her immediate staff. The telephone tree diagramming this flow 
is found in Appendix D, Emergency Contact Information.  

As notifications are made, certain actions should occur: 

 Records of messages sent and directives given should be 
preserved. 

 Radio communications should be limited to vital messages only. 
Radio channels should remain clear until necessary for emergency 
messages to be sent. All EGWD staff should exercise great 
caution in making statements regarding the incident that might be 
misconstrued by media or citizens monitoring the radio channels. 

 Messages should be sent by stating the call sign of the sender and 
then stating that it is an emergency message and all other 
transmitters should remain off the air unless requesting clearance 
to report life-threatening situations. 

 All staff should be directed to report to the appropriate emergency 
operations locations, as directed by the General Manager / 
Incident Manager. Communications should be maintained with 
these locations at least once per day during the emergency.

 

3.2.6 Levels of 
Activation

 

As discussed above, emergencies and disasters require various degrees 
of response. Not all situations necessitate an all-out response by the 
EGWD. This section describes when a partial or full response is necessary 
and some of the essential activities that must be performed as part of the 
response. 

PARTIAL ACTIVATION 
In a partial activation, the following activities and conditions will apply: 

 The initial response to an emergency involves activating this ERP 
and recalling personnel at the appropriate level. The EOC may 
be activated by the General Manager / Incident Manager. 

 At the outset of an emergency or progressive disaster, only a few 
staff members may be involved. For example, only the Incident 
Manager, PIO, Safety/Security Officer, and Operations Section or 
field staff may be needed for a small earthquake. 

 Disaster response actions may include briefing the Board and 
public officials, sending information to the public through the 
media, and communicating with other involved agencies. 

 Field disaster response actions include securing dangerous 
areas, evacuation, and damage inspections. 
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3.2.6 Levels of 
Activation (cont.) 

 

FULL ACTIVATION 
In a full activation incident, the following activities should be 
performed: 

 Activate the EOC and staff General and Command Staff 
positions, as needed. 

 All pre-identified staff report for duty during non-work time or 
remain on duty and assume their identified emergency 
assignment.  

 On-call water utility staff report and begin determining impact 
to employees and EGWD systems. 

 Initiate damage assessments. 
 Identify human and material resource needs. 
 Identify what outside agencies require notification. 
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3.3 Sustained Operations 

A critical component in responding to a disaster is the ability to sustain operations for an extended 
period. Quite often, water utility employees themselves may be victims and also expected to respond 
and perform disaster-related duties. Many employees may be unable or unwilling to respond to work 
because of their personal situations. Such situations may require the EGWD to have an employee 
care program in place and/or to request mutual aid or assistance to conduct ongoing emergency 
response activities. Provisions must be made for those who do respond, including both EGWD 
employees and those responding through mutual aid or assistance requests. Support must include 
shelter, sleeping provisions, food and water, and personal facilities. Also, sustained operations may 
require requesting support through CalWARN. In a 24-hour operation, staff will operate on 12-hour 
shift rotations as soon as possible to prevent fatigue. At the outset of a disaster response, some 
EGWD personnel may be directed to go home and/or get rest to be prepared to take the next 12-hour 
shift. 

3.4 Deactivation and Demobilization 

3.4.3 EOC Deactivation Deactivation of the EGWD EOC will occur when the incident, 
emergency or disaster is concluded or by order of the Incident 
Manager. All functions, resources and personnel will be accounted for 
prior to deactivation and within a reasonable period all documents, 
logs, materials, notes or other records will be provided to the 
Planning/Intelligence Section Chief, who will save the documentation 
in a secure location for future reference. Just prior to deactivation, a 
critique or "hot wash" of the incident, emergency or disaster will be 
conducted by IMT and recommendations for improvements will be 
noted as part of the record for the incident. 

3.4.4 Demobilization of 
Out-of-District Resources

Demobilization of out-of-district emergency personnel and equipment 
should take the following into consideration:  

 No equipment or personnel should leave the incident until 
authorized by the Incident Manager. 
 No out-of-district personnel should be released before 
obtaining a minimum of 8 hours of rest, unless specifically 
approved by the Incident Manager (resources within 2 hours of an 
incident site may be released with the approval of the Incident 
Manager). 
 Crew supervisors will be thoroughly briefed before leaving the 
incident. The briefing will include methods of travel (the Logistics 
Section will normally arrange for all required transportation of 
released personnel and equipment), destinations, estimated times 
of arrival, and transportation arrangements. 
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4   Coordination and Communications 

During an incident affecting the EGWD, the District coordinates internally, as well as with several 
external agencies that provide support for response operations. This section describes how the 
District coordinates with external agencies, the public / customers, and internally and how it shares 
critical information.  

4.1 First Responders 

4.1.1 9-1-1

 

If the situation is an emergency that needs response from local fire, 
law enforcement, medical, or hazardous materials (Hazmat) teams, 
calling 9-1-1 should be the first step. If an EGWD staff member calls 9-
1-1 from a cell phone, the person answering the call will be determined 
by the connecting cell tower. For example, if the call is placed near 
State Highway 99, it will likely be routed to the California Highway 
Patrol Office in Oakland, CA, and the dispatcher may have limited 
local knowledge. Conversely, if the call connects to a cell tower in the 
city of Elk Grove, it will go first to the City of Elk Grove Police 
Department to determine what services are provided. The Elk Grove 
Police Department (PD) will then forward the call to the appropriate 
first responder agency or agencies, depending on the incident 
requirements. A land-line call will be answered by the Sacramento 
County Regional Communications call center and the appropriate first 
responder agency will be notified. EGWD personnel should be aware 
of this potential difference in local knowledge of the persons answering 
the call.

4.1.2 Law Enforcement Since the EGWD is located within the boundaries of the City of Elk 
Grove, the City of Elk Grove PD will be the first to respond to an 
incident requiring public safety resources. If needed, additional law 
enforcement resources can be requested and provided from the 
Sacramento County Sheriff’s Office or the California Highway Patrol 
through the state’s Law Enforcement Mutual Aid System.

4.1.3 Fire and 
Hazardous Materials

If an emergency incident involves a fire, explosion, injury needing 
emergency medical services, unknown substance, and possible 
contamination of the water system, the first responders will likely be 
the Consumes CSD Fire Department. All Consumes CSD Fire 
resources that will potentially respond are trained and prepared for a 
Level 1 Hazmat response. Should the incident require Level 2 or 
above, Cosumnes CSD will notify the City of Sacramento Fire 
Department Hazmat Team to assist. Additional fire or Hazmat 
resources, if needed, can be requested through the state’s Fire and 
Rescue Mutual Aid System.
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4.2 State of California Departments 

4.2.1 State Water 
Resources Control 
Board, Division of 
Drinking Water

The SWRCB DDW has regulatory jurisdiction for public water systems 
and is one of the first agencies to be contacted in almost all 
emergency events. Contact should be to the District 9, District 
Engineer at (916) 449-5681 (see Section 6.2.5 for full contact 
information). In most emergency events, it is not appropriate to leave a 
message on the District Engineer’s voice mail. If the District Engineer 
cannot be reached, a call should be placed to the California State 
Warning Center 24/7 phone number, (916) 845-8911. The state 
Warning Center will then contact the District Engineer. The District 
Engineer will be able to assist the EGWD in: 

 Inspecting water treatment plants, storage facilities, 
watersheds (chemical contamination, sewage spills, erosion, 
and drainage diversions); 

 Water quality sampling; 
 Consulting with water system staff/operators; 
 Providing technical assistance; 
 Documenting the disaster’s effect on the water system 

through photographs and reports; 
 Keeping local officials advised of the current drinking water 

situation; 
 Reviewing plans and specifications for reconstruction 

projects and issuing amended permits, as needed; and 
 Conducting laboratory sampling analysis.

 

4.2.2 Other State 
Departments

 

Depending on the magnitude of the incident and the type of issues 
involved, the following state departments may also need to be 
contacted: 

 California Governor’s Office of Emergency Services (Cal 
OES), California State Warning Center (CSWC); 

 Department of Water Resources; 
 Department of Fish and Game; 
 Regional Water Quality Control Board; 
 Department of Toxic Substances Control; and/or 
 California Public Utilities Commission. 
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4.3 Federal Agencies 

4.3.1 Federal Bureau of 
Investigation (FBI) 

If the event is a known or suspected terrorist incident or a direct written 
or phone threat against the EGWD, the FBI should be contacted as 
soon as possible. Four regional offices in California have Key Asset 
Coordinators/Special Agents. The EGWD should report an emergency 
by calling the 24/7 phone number for the Sacramento or San 
Francisco Regional Offices (see below). 

 Sacramento: (916) 481-9110 http://sacramento.fbi.gov/ 
 

 San Francisco: (415) 553-7400 http://sanfrancisco.fbi.gov/ 
 

4.3.2 U.S. 
Environmental Protection 
Agency 

 

The EPA’s Drinking Water Program is not a direct response agency. 
EPA, through its Superfund Response Program, has emergency 
response resources for incidents related to environmental chemical 
releases. These resources are not “first response” resources and 
should be requested through the SEMS process, if needed. 

  

http://sacramento.fbi.gov/
http://sanfrancisco.fbi.gov/
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4.4 Local Agency Coordination 

4.4.1 City of Elk Grove, 
Police Department, 
Division of Emergency 
Preparedness

Because the EGWD service area is located within the borders of the 
City of Elk Grove, emergency response coordination and 
communication must occur through the City’s Division of Emergency 
Preparedness, which is located in the Police Department. Incidents 
affecting District operations should be reported through 9-1-1, as 
indicated in Section 4.1, above. If a situation affecting EGWD is part of 
a larger, jurisdiction-wide incident and the City activates its EOC, 
EGWD may be asked to assign an Agency Representative to the 
EOC. Initially, the EGWD Agency Representative will check in with the 
Liaison Officer, or, if one is not present, then he/she should report to 
the Incident Manager. The EGWD representative should provide 
critical information regarding system status, resources available, and 
the extent of impacts on the District’s facilities and operations.

 

4.4.2 Sacramento 
County Public Health 
Department

 

The Sacramento County Public Health Officer is responsible for all 
public health issues within the county. The Sacramento County Public 
Health Officer should be notified of any event that could affect public 
health within the county. In the event of an emergency that will require 
financial and technical assistance through the California Mutual Aid 
System, the County Public Health Officer is one of the officials that can 
declare a “State of Emergency” and request assistance from the Cal 
OES Regional Emergency Operations Center and the Cal OES State 
Operations Center. The County Public Health Officer will also have 
access to disease surveillance data within the county. 

4.4.3 Sacramento 
County Office of 
Emergency Services

The County of Sacramento Office of Emergency Services (County 
OES) provides support and coordination of resources for jurisdictions 
in the Sacramento County Operational Area during an emergency. For 
a major incident affecting water utility systems in the county, EGWD 
may be asked to provide an Agency Representative to the 
Sacramento County Operational Area EOC. The Agency 
Representative will be assigned to either the Construction and 
Engineering or Health/Medical Branch. In most cases, however, 
communication and coordination with the Sacramento County 
Operational Area will be through the City of Elk Grove, Division of 
Emergency Preparedness.
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4.4.4 Customers It is important that EGWD be able to communicate with its customers. 

The Water Quality Emergency Notification Plan (WQENP), as required 
under Section 116460, California Health and Safety Code, is a 
significant part of this ERP to communicate with customers. The 
WQENP is provided in Appendix F, Water Quality Emergency 
Notification Plan. The WQENP is a standard form that contains 
specific information for the SWRCB District Engineer and the County.

 

4.4.5 Special District 
Risk Management 
Authority 

 

The Special District Risk Management Authority is a public agency 
formed under California Government Code Section 6500 et seq. and 
provides a full-service risk management program for California local 
governments including the EGWD. SDRMA should be notified in the 
event of any incident involving damage to District facilities. The 
SDRMA provides insurance and risk management guidance to the 
District.
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4.5 Information Management 

4.5.1 Documentation Good information management facilitates timely and accurate 
collection of information, efficient response to needs, and recovery 
from a disaster (including financial assistance for response and 
recovery costs). Adequate documentation is essential to operational 
decision making, and may have future legal ramifications, or 
implications for reimbursement eligibility. Documentation should be 
started in the early stages of an emergency. Sample forms that can 
assist with documentation can found in Appendix J, Reports and 
Forms. 

Depending on the emergency, different types of documentation 
provide the source documents or database for the development of an 
after-action report following each incident. The District should retain all 
of the following: 

 Action plans developed to support operational period 
activities; 

 ICS or EGWD incident management forms used in EOC; 
 Activity logs and journals; 
 Written messages; 
 Situation reports; 
 Function and position checklists; 
 Public information and media reports; and 
 Cal OES or FEMA-developed forms (if used).

 

4.5.2 Situation 
Reporting

 

During an emergency, there are several ways information is reported 
to or shared from the EOC. 

 Information from employees assigned to conduct damage 
inspections of specific facilities, systems, and other areas; 

 Customers reporting system damage to the utility telephone 
or radio operators and customer service representatives at 
the business offices; 

 Radio and television reports; or 
 Communications with other local government agencies. 

Situation Reports are prepared to document what has occurred in the 
previous operational period. Situation Reports describe progress made 
on objectives, resource status, and changes in the situation. Situation 
Reports are shared with the City of Elk Grove and other support 
agencies as applicable to the incident.  
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4.6 Public Information 

Public notices are a significant part of communicating with customers. Standard public notifications 
for a water outage/low-pressure problems, Boil Water Notice (BWN), Unsafe Water Alert (UWA), and 
Do Not Drink or Do Not Use Notices have been developed by SWRCB for use during an emergency. 
The EGWD has standard forms with specific contact information and guidance to customers, 
depending on the nature of the emergency event. Also, the EGWD maintains copies of public notices 
in the appropriate languages used in the service area. 

4.6.1 Public 
Notifications - Water 
Quality Emergency 
Notification Plan

A BWN, UWA, or Do Not Drink or Do Not Use notice can be issued by 
one—or a combination—of the following agencies: 

 SWRCB DDW (designated personnel: District Engineer, 
Regional Engineer, or Branch Chief); 

 Sacramento County Health Department (designated 
personnel: County Health Officer); or 

 EGWD (designated responsible person in charge of the 
EGWD). 

All public notifications (BWN, UWA, Do Not Drink or Do Not Use 
notices) should be coordinated with the SWRCB District Engineer, 
Sacramento County Environmental Health Department, and the 
Sacramento County Health Officer before issuing a public notice. 
However, any one of the three agencies should act immediately to 
issue a BWN or UWA if delays will jeopardize public health and safety. 
When issuing a notice, the following steps should be followed: 

 The SWRCB District Engineer or the water system must 
notify the Sacramento County Health Department and the 
Sacramento County Health Officer before or immediately 
after issuing a public notice.  

 Notice must be given to a person; a message left on voice 
mail is not sufficient. Whenever a BWN/UWA has been 
issued, the SWRCB DDW also needs to notify two other 
California Department of Public Health (CDPH) agencies: 
CDPH Food and Drug and CDPH Licensing and Certification.  

 The SWRCB DDW District Engineer will notify the two CDPH 
agencies of the BWN/UWA issued. 
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4.6.1 Public Notifications 
– Water Quality 
Emergency Notification 
Plan (cont.)

Some standard public notices include:  

Consumer Alert during Water Outages or Periods of Low 
Pressure— If the District is experiencing power outages, water 
outages, or low-pressure problems, a consumer alert may be issued to 
the public. The notice provides consumers with information on how to 
conserve water and how to treat the water with household bleach if the 
water quality is questionable. 

Boil Water Notice— A BWN should be issued when minimum 
bacteriological water quality standards cannot be reasonably assured. 
To assure public health protection, a BWN should be issued as soon 
as it is concluded by the designated personnel that the water supply is 
or may be biologically unsafe. Causes of biological contamination of 
water supply system, include, but are not limited to: 

 Positive total or fecal coliform bacteriological samples; 
 Prolonged water outages in areas of ruptured sewer and/or 

water mains; 
 Failed septic tank systems in close proximity to ruptured 

water mains; 
 Ruptured water treatment, storage, and/or distribution 

facilities in areas of known sewage spills; 
 Known biological contamination; 
 Cross-connection contamination problems; and 
 Illness attributed to water supply. 

Unusual system characteristics, including but not limited to: 

 Prolonged loss of pressure; 
 Sudden loss of chlorine residual; 
 Severe discoloration and odor; 
 Inability to implement emergency chlorination; and  
 Treatment inadequacies. 

Unsafe Water Alert /“Do Not Drink”— In the event of a water quality 
emergency due to known or suspected chemical (non-bacteriological) 
contamination to the EGWD system, a UWA or “Do Not Drink” notice 
should be issued. Water should not be used for drinking and cooking, 
but may be used for sanitation purposes. Examples of such situations 
follow. 
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4.6.1 Public Notifications 
– Water Quality 
Emergency Notification 
Plan (cont.)

Known or suspected widespread chemical or hazardous contamination 
in water supply distribution, including but not limited to: 

 Ruptured water distribution system (storage tanks, mains) in 
area of known chemical spill coupled with loss of pressure; 

 Severe odor and discoloration; 
 Loss of chlorine residual; and 
 Inability of existing water treatment process to neutralize 

chemical contaminants before entering the distribution system. 
 Threatened or suspected acts of sabotage confirmed by 

analytical results, including but not limited to: 
o Suspected contamination triggered by acts of 

sabotage or vandalism. 
o Emergency use of an unapproved source to provide 

a supplemental water supply. 

Unsafe Water Alert /“Do Not Use” Notice— In the event of a known 
or suspected contamination event to the EGWD system, where the 
contaminant may be chemical, biological, or radiological, a UWA or 
“Do Not Use” notice should be issued. Water should not be used for 
drinking, cooking, or sanitation purposes.  

If more than one agency is involved in an incident, the EGWD PIO 
may need to coordinate with other agency PIOs. Typically, for multi-
agency response incidents, a JIC will be established. If a BWN or 
UWA is issued, the EGWD should notify PIOs in the City of Elk Grove 
and/or Sacramento County EOCs, immediately.  

The Water Quality Emergency Notification Plan and templates for 
public notification of unsafe water can be found on the SWRCB’s Web 
site at: 
http://www.waterboards.ca.gov/drinking_water/certlic/drinkingwater/No
tices.shtml 

Because EGWD may not have Internet access during an emergency, 
these templates are maintained in three backup locations. All 
templates can be found on the Z drive at Z: 01_Administration 
04_District Templates Public Notices. 

The second and third backups are physical binders kept in the Water 
Treatment Foreman’s and General Manager’s offices. Each binder 
contains a tabbed section for each of the notices, organized by Tier 
and Type. Each section contains a template with keys to what 
information should go in each area of the form and several blank 
copies of the forms. Each form is available in English and in Spanish. 
In a worst case scenario (no power/no computer access), a template 
could be completed by hand and photocopied for distribution by hand. 
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4.6.1 Public Notifications 
– Water Quality 
Emergency Notification 
Plan (cont.)

Some sample public notices and press releases are included in the 
Appendix H, Sample Public Notices and Press Releases. 

 

4.6.2 Media Notification 
/ Communications

 

Contact with the media during an emergency should come from one 
unified source—typically from the EOC. If more than one source 
communicates with the media, there will be conflicting information that 
will give the appearance that agencies involved in the emergency do 
not know what they are doing. The media is a good way to 
communicate with EGWD customers. BWNs, UWAs, and other public 
notices can be distributed through the media. Again, this approach is 
only effective if the information is coordinated through one source and 
consistent messaging is delivered to the public. Employees are only 
authorized to talk to the media about that which they know fully, such 
as their specific task, and to refer all further inquiries to the Incident 
Manager or PIO. 

4.6.3 Cancellation of 
Public Notification

Once a BWN/UWA is issued, the only agency that can rescind the 
public notice is the drinking water primacy agency. SWRCB DDW will 
not lift the BWN until two rounds, collected one day apart, of coliform 
bacteria samples have been analyzed and the results are negative. 
The two sets of sample results should be faxed to the SWRCB DDW 
District Office for final approval before rescinding the BWN. Special 
chemical sampling will be required to rescind an UWA. EGWD 
personnel should contact the SWRCB DDW District Office to 
determine required sampling at: 

SWRCB, DDW District 9  
1001 I Street, 13th Floor 
Sacramento, CA 95814 
(916) 449-5681

 

4.6.4 Internal 
Notification

 

When an incident occurs, or when a threat or potential threat is 
identified, notification is made to all staff consistent with the 
procedures discussed in Section 3.2.3. Notifying staff of the need to 
respond and of threatening conditions at or near EGWD facilities is 
critical in protecting the health and safety of EGWD employees. It is 
the responsibility of all staff to notify senior management of all threats 
or hazards, so that proper notification can be made to all staff and 
EGWD customers if necessary. All employees are provided wallet 
contact information cards with key internal contact information. 
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5   Action Planning 

Two types of action plans are referenced in this ERP. Action Plans (APs), also known as Response 
Guidelines, are tailored plans that address specific major events. These APs, which are contained in 
Appendix A, Action Plans, describe response actions to take for events that might occur at an 
EGWD facility, based on specific identified vulnerabilities. APs provide a quick approach for 
responding to a specific type of incident and they complement and work with actions initiated under 
this ERP.  

EOC/Incident Action Plans (IAPs) formally document specific incident goals and the overall response 
strategy to an actual incident, as defined by the Incident Manager. The IAP facilitates the 
dissemination of critical information about the status of response activities and deployed resources 
and should be revised on a regular basis as the incident and response evolve. The Incident Manager 
will update the action plan as needed, with support from the Planning and Intelligence Section Chief. 
An example for an IAP format and a sample of a completed IAP can be found in Appendix C, 
EOC/Incident Action Planning Forms. 

  



 
Elk Grove Water District – Emergency Response Plan Action Planning 2  

 
 

 

5.1 Action Plans Summary 

5.1.1  Natural Disasters The EGWD has considered the threats posed by natural events and 
weather-related phenomena. Specific AP(s) have been developed to 
guide a timely and prudent response should such threats be realized. 
As indicated above, detailed APs are found in Appendix A, Action 
Plans. Considered natural disasters include: 

Natural Disaster Primary AP No. 

Fire / Explosion A2 

Floods A3 

Tornado A5 

Earthquake A7 

5.1.2 Events Caused by 
Human Intervention 
(Human-caused Threats)

The EGWD has developed specific AP documents, found in Appendix 
A, Action Plans, to respond to the following human-caused threats: 

Event / Threat Primary AP No. 

Armed Intruder A1 

Off-site Hazardous Materials Spill A4 

Threat or Actual Contamination of the Water System A6 

SCADA Sabotage TBD 

Cyber Intrusion TBD 
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5.2 EOC/Incident Action Planning 

Incident action planning is based around an operational period. The length of the operational period 
for the EOC is determined by first establishing a set of objectives and priority actions that need to be 
performed and then establishing a reasonable time frame for accomplishing those actions. Generally, 
the actions requiring the longest time period define the length of the operational period.  

Typically, operational periods at the beginning of an emergency are short, sometimes only a few 
hours. As the emergency progresses, operational periods may be longer, but should not exceed 24 
hours. Operational periods should not be confused with staffing patterns or shift-change periods. 
They may be the same, but need not be. 

The initial IAP may be a verbal plan developed in the first hour after EOC activation. The Planning 
and Intelligence Section compiles the IAP for the Incident Manager in coordination with the General 
Staff. Once the EOC is fully activated, IAPs should be written. A sample IAP in included in Appendix 
C, EOC/Incident Action Planning Forms.  

5.2.1 Elements of an 
EOC/Incident Action Plan

IAPs should not be complex or create a time-consuming process. The 
format may vary somewhat within the different SEMS levels, but the 
IAP should generally cover the following elements: 

 Listing of objectives to be accomplished (should be 
measurable); 

 Statement of current priorities related to objectives; 
 Statement of strategy to achieve the objectives (identify if 

there is more than one way to accomplish the objective, and 
which way is preferred); 

 Assignments and actions necessary to implement the 
strategy; 

 Operational period designation (the time frame necessary to 
accomplish the actions); 

 Organizational elements to be activated to support the 
assignments (also, later IAPs may list organizational 
elements that will be deactivated during or at the end of the 
period); and 

 Logistical or other technical support required. 

The IAP sets overall objectives for the water utility and establishes 
priorities as determined by the Incident Manager. The primary 
responsibility for preparing an IAP is assigned to the 
Planning/Intelligence Section. Several elements of the EOC 
organization will be involved in the development of the content for the 
IAP: 

 The Incident Manager and all members of the General Staff 
must participate in the process. 

 There must be adequate representation of key organizational 
components, organizations, and agencies. 

 Staff participating in the planning process must have the 
technical expertise and authority to commit to accomplishing 
the objectives. 
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5.2.1 Elements of an 
EOC/Incident Action Plan 
(cont)

Staff must understand the action planning process and be willing to 
follow the process. There must be adequate logistical arrangements 
and facilities to support the process. There must be adequate pre-
event planning, and participants must adhere to the format and 
timetables related to the planning process. 
  

5.2.2 EOC/Incident 
Planning Process

Steps in the action planning process are as follows: 
 Identify staff and organizational entities needed for current 

planning (This step will include, but is not limited to, the 
Incident Manager, General Staff, Public Information, and 
Liaison functions and the key Agency Representatives 
essential to meeting the objectives.); 

 Establish a cycle for action planning meetings (Initially, 
these may be every few hours or several times a day.);  

 Develop a format for the IAP and use it in the planning 
process (Formats will vary depending on field or EOC level, 
complexity of the IAP, and other factors.); 

 Determine who needs the IAP and establish procedures for 
publication and distribution (Establish a procedure for 
revisions and updates. This procedure could include 
providing suggested written revisions or provisions for 
making appropriate changes during the operational period, if 
required.); 

 Prepare and distribute the IAP (The IAP will be prepared 
based on information obtained at the planning meeting. 
Ensure that the IAP is approved by the Incident Manager 
before distribution.); and 

 Establish a documentation file for IAPs or EOC Action Plans 
(This file will contain the IAPs and any supporting 
documentation.). 

 

5.2.3 Establishing 
Priorities

 

IAPs are based on establishing priorities for actions to be undertaken. 
It is important to remember that priorities may change as 
circumstances change. The following items illustrate the types of 
actions that should be a priority for water utilities: 

 Act to protect life. If the disaster has created a severe water 
supply emergency that results in a threat to public health, follow 
the criteria established by the SWRCB, DDW for authorization to 
use alternative supplies. If the alternative supplies do not meet 
primary drinking water standards, issue a BWO or UWA. 
Examples of a BWO and BWO press release can be found in 
Appendix F – Exit Plans. 
 Preserve water in storage to the extent possible. Lower 
water levels in reservoirs to reduce the possibility of structural 
failure if damage is apparent. Assess damage to the sewer 
system to determine if it may contaminate water supplies. 
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5.2.3 Establishing 
Priorities (cont.)

 
 Isolate areas that will take the longest to restore to 

service and work with local government to provide alternate 
water supplies. See Cal OES, Multi-Agency Emergency 
Response Procedures for Potable Water (2014). 

 Undertake procurement and distribution to assist water 
utilities and local governments in meeting the requirement to 
provide water to the public. 

 Set priorities on repair work. Plan to restore service area 
by area. Get input from the local government EOC on 
essential uses. Consider feeder lines. Keep in mind the need 
for firefighting water. Request mutual aid/assistance if the 
needed repairs exceed the utility’s ability to complete repairs 
in a timely manner. 

 List agencies with critical needs such as hospitals, 
convalescent homes, and hospices.
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6 Emergency Response Operations 

This section discusses procedures and guidance that may apply to different types of emergencies, 
including emergency drinking water, water quality sampling, conducting damage assessments, and 
initiating emergency power.  

6.1 Emergency Drinking Water  

In the event of a natural or man-made disaster, it may be necessary for the EGWD to use an 
emergency source of supply to maintain system pressure. The EGWD has identified emergency 
sources of supply that could be used in a contamination or disruption of service event. Emergency 
sources of supply include standby sources, inter-ties with other water systems, or surface water 
sources/springs. If a contamination event occurs, the only source of supply may be bottled water. 
Emergency water needs should be communicated to the Sacramento County Operational Area, 
which assist with the procurement and distribution of emergency drinking water or process requests 
for assistance through SEMS. 
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6.2 Water Quality Sampling 

During an emergency, there are several types of water quality sampling that may need to be 
analyzed, depending on the actual event. If it is a natural disaster, flood, or power outage, analysis 
will probably only be needed for bacteriological, turbidity, and chlorine residual samples if the system 
is chlorinated. However, if the event is a terrorist act or contamination event, the sampling will include 
a full scan of Weapons of Mass Destruction (WMD) chemical, radiological, and microbiological 
(unless the actual contaminant used is known). 

6.2.1 Natural Disaster During a natural disaster, flood, earthquake, fire, or similar event, sample 
collection and analysis will be available to the EGWD by normal laboratory 
resources. Sampling will primarily consist of regulatory bacteriological 
samples and turbidity to show that the system has been flushed out. The 
EGWD may also collect chlorine residual samples throughout the system 
with a field chlorine test kit.

6.2.2 Terrorist 
Event/Contamination 
Event 

Water contamination can be the result of cross-connection, malevolent 
acts, and other scenarios. Once a threat warning has occurred and the 
EGWD has deemed the threat confirmed, it will be necessary to collect 
water quality samples. The decisions made from the time of the threat 
warning to the time the threat is confirmed are specific to each individual 
event. This “credibility stage,” as it is referred to in the EPA Response 
Protocol Toolbox, may take between 2 to 8 hours and will involve 
consultation with local first responders, SWRCB DDW (Drinking Water 
Primacy Agency), the local health department, and regional FBI office. 

Assuming the threat is confirmed and credible enough to warrant water 
quality sampling, several State and Federal agencies will be involved to 
collect samples, transport the samples to an appropriate laboratory, and 
analyze the samples. The EGWD’s first step in this process is to contact 
the SWRCB District Engineer so that this office can notify the CDPH 
Drinking Water and Radiation Laboratory (DWRL) of the incoming 
samples. 

6.2.3 Laboratory 
Resources

The EGWD uses BSK Labs to analyze drinking water samples. The 
contact information for BSK is in Table 6-1 below. 

Table 6-1. Laboratory Contacts 

Name Contact Info 

Brenda Hamilton (Primary Contact) (916) 853-9293 X 110 
3140 Gold Camp Dr. #160 
Rancho Cordova, CA 95670 

Michael Ng (Alternate)  (559) 497-2888 X 118 
1414 Stanislaus St.  
Fresno, CA 93706 

Renea Rangell (Alternate) (559) 497-2888 X 233 
1414 Stanislaus St.  
Fresno, CA 93706 

General Contact  (800) 877-8310 
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6.2.3  Laboratory 
Resources (cont.)

Additional laboratories can be accessed through the Centers for Disease 
Control (CDC) Laboratory Response Network, which must be contacted by 
the state lab.

6.2.4 CDPH Laboratory The CDPH DWRL is organized within the CDPH. DWRL in Richmond is 
the State’s primary drinking water quality testing laboratory and is the only 
State laboratory capable of measuring environmental radiation. Its primary 
mission is to provide analytical services, reference measurements, and 
technical support pertaining to the State’s drinking water and radiologic 
health programs.

 

6.2.5  California Mutual 
Aid Laboratory Network

 

The CDPH DWRL, in conjunction with the water utilities, EPA Region IX 
laboratory in Richmond, the Lawrence Livermore National Laboratory, and 
the California Department of Water Resources, has formed a laboratory 
network called the California Mutual Aid Laboratory Network (CAMAL Net) 
to address laboratory capacity issues associated with possible drinking 
water-related contamination events. CAMAL Net establishes a triage 
system to process samples when water systems or commercial laboratory 
methods are not available or the water system lacks capacity within its 
own lab. The CAMAL Net system will not handle any samples where field 
screening indicates that the sample may contain the CDC-listed WMD 
agent. The list of WMD agents can be found on the CDC website at 
http://www.bt.cdc.gov/. Before collection of water quality samples that are 
to be processed, any request for analysis through the CAMAL Net system 
needs to be approved by: 

SWRCB DDW District Engineer, Ali Rezvani  
1001 I Street, 13th Floor, Sacramento, CA 95814  
Office phone (916) 445-5285
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6.3 Conducting Damage Assessments 

Based on the specifics of the incident that has occurred, appropriate EGWD employees will be assigned 
to conduct damage assessment of EGWD facilities and systems. They will use the checklists/tables in 
Appendix E, Damage Assessment Forms, to record any observed damage. They are also to provide 
this information to the EGWD EOC Planning and Intelligence Section and to the Finance and 
Administration Section, as soon as possible. If the damage is severe enough to endanger employees, the 
public, property, or the operation of the facility, EGWD employees are to use the fastest method to relay 
the information to the EGWD EOC. 

Inspected facilities will be tagged to alert other water utility personnel that a preliminary assessment has 
been conducted and a damage report has been forwarded to the EGWD EOC. It will be the Operation 
Chief’s responsibility to collect the damage information as it is reported and to have it transmitted to the 
EGWD EOC. 

Preliminary damage assessment will be conducted as follows: 

 Determine the need to repair, replace, or abandon the facility; 
 Include an estimate of the cost to restore the facility; 
 Consider the possible effects of aftershocks (if the event is an earthquake); 
 Evacuate buildings in danger of collapse;  
 Confirm that field crews perform the following inspections and close/tag damaged facilities and 

equipment; and 
 Do not enter the facility if entry cannot be done safely and post the facility to alert others of the 

entry danger. 

Wells 

 Check for power disconnect; 
 Test for contamination; 
 Check for failure of pump or motor; and 
 Check for physical damage. 

Treatment plants 

 Check for available power and the condition of the mechanical and electrical equipment; 
 Check the quality of the outflow; 
 Check for chemical releases; 
 Check for the need for emergency purification; and 
 Check for structural damage. 

Tanks 

 Check for evidence of failure of the subbase; 
 Check for leaks, cracks, broken inlet-outlet pipes, and underdrains; and 
 Check for buckling. 

Pipes 

 Check air and vacuum valves; 
 Check for leaks, breaks, and pressure loss in lines, and cross-connections; and 
 Check mechanical couplings. 
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6.4 Establishing Emergency Power 

The EGWD has backup generators designed to run the RRWTSF and Hampton Facilities with an 
uninterrupted power supply. These diesel generators are tested quarterly and need fuel to run for an 
extended period. Provisions for an emergency fuel supply for generators and vehicles are maintained and 
are the responsibility of the Logistics Chief in the event of an ERP activation. Remote well facilities will 
need to be powered by remote generators, two of which are already on standby for service. These 
systems are further described in Section 1.5.2. 
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7 Recovery Operations 

This section provides information on the restoration of services, including restoration objectives, and 
guidance for recovering from different incidents.  

7.1 Restoration of Services 

7.1.1 Restoration 
Objectives

Following an incident that caused disruption to water services, priority 
is placed on assessing damage to the water system and anticipating 
potential disruptions in service. The following objectives frame 
assessment and restoration activities in the initial days following an 
incident:  

 Assess water system infrastructure (e.g., pumping stations, 
pipelines) to identify damage and service disruptions; 

 Coordinate with law enforcement so that assessment team 
personnel can access and remain in the affected areas to 
complete assessment activities; 

 Determine capabilities to restore the water systems and 
request assistance, if needed; 

 Provide information to the public on water safety, service 
disruptions, alternate water sources, and restoration 
activities; 

 Share and disseminate priority information on water system 
restoration activities; 

 Develop situational awareness concerning water quality and 
the demand for potable water; 

 Coordinate with neighboring local governments to identify 
critical facilities and response agencies whose missions are 
adversely affected by the loss of water and/or sanitation; 

 Provide and coordinate alternate means for providing water 
and sanitation; 

 Evaluate current potable water availability versus demand 
and request additional potable water if appropriate; 

 Locate and/or repair damaged water pipes, pumping stations, 
wells, and aqueducts; and 

 Restore normal water distribution services. 

The recovery process begins during the response phase. It is 
important to start damage inspections, reporting, and recordkeeping 
as soon as this ERP is activated. The items below may assist the 
EGWD in recovery activities. 
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7.2 Initial Recovery Activities 

7.2.1 Initial Actions For incidents resulting in significant damages or costs, the EGWD 
should conduct the following initial recovery activities: 

 Designate a disaster recovery coordinator (may or may not 
be the Incident Manager) and notify all appropriate regulatory 
agencies; 

 Complete detailed evaluations of all affected EGWD facilities 
and determine priorities for repair, reconstruction, or 
replacement at existing or new locations; 

 Begin repair activities and design and consider the need for 
acquiring contractor services; 

 Make necessary repairs to the system and un-tag repaired 
facilities and equipment; 

 Restore all telecommunications, IT, and similar services to 
full operation; 

 Complete assessment of losses and costs for repair and 
replacement, determine approximate reimbursements from 
insurance and other sources of financial assistance, and 
determine how residual costs will be financed by the EGWD; 

 Define needs for additional staff, initiate recruitment process, 
and adopt temporary emergency employment policies, as 
necessary; 

 Execute agreements with vendors to meet service and supply 
needs; 

 Reevaluate the need for maintaining the emergency 
management organization and consider returning to the 
normal organizational structure, roles, and responsibilities 
when feasible; 

 Collect cost accounting information gathered during the 
emergency and prepare request for disaster assistance funds 
(follow FEMA and Cal OES documentation and 
recordkeeping requirements); 

 Debrief staff to enhance response and recovery efforts in the 
future by identifying lessons learned, developing IAPs and 
follow-up mechanisms, and providing employee assistance 
programs if needed; 

 Prepare after-action reports, as required (The EGWD may be 
asked to contribute to the City of Elk Grove’s or Sacramento 
County’s after-action report, which is due within 90 days of 
the incident occurrence.); and 

 Identify recommendations. 
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7.3 Long-Term Recovery Activities 

7.3.1 Recovery Actions  For incidents involving long-term recovery (usually defined as from 
months to years), EGWD should conduct the following long-term 
recovery activities: 

 Initiate permanent reconstruction of damaged water utility 
facilities and systems; 

 Restore water utility operations and services to full pre-event 
levels; and 

 Continue to maintain liaison as needed with external 
agencies. 

 

7.3.2 Assistance 
Programs 

 

Cal OES administers several programs designed to assist victims of a 
disaster, including Public Assistance, Individual Assistance, and 
Hazard Mitigation Programs. Cal OES serves as the grantee for the 
Federal Public Assistance Program and directly administers State 
financial assistance as provided under the California Disaster 
Assistance Act. Under the Public Assistance Program, public and 
private non-profit water utilities may be eligible for public assistance to 
reimburse the work and associated costs of responding to and 
recovering from a disaster if the costs: 

 Are a direct result of the declared event and not a pre-
disaster condition or result of some other event; 

 Are located within the area designated by FEMA as eligible 
for assistance; 

 Are the legal responsibility of the eligible applicant; and 
 Are not eligible for assistance under another Federal program 

(this applies to permanent restoration work only). 
 

7.3.3 Individual 
Assistance 

 

Individual Assistance (IA) performs a wide variety of functions and 
involves many State agencies to ensure that individuals, families, 
businesses, and farms recover from disasters. Employees of the 
EGWD may be eligible for disaster assistance in the form of 
assistance from FEMA’s Individual and Households Program to meet 
disaster-related expenses and loans from the Small Business 
Administration (SBA) to individuals for repair or replacement of real 
and personal property. 
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7.3.4 Hazard Mitigation Following a presidential disaster declaration, the Hazard Mitigation 
Grant Program is activated by FEMA. The program’s purpose is to 
fund projects that are cost-effective and that substantially reduce the 
risk of future damage, hardship, loss, or suffering from a major natural 
disaster. Virtually all types of hazard mitigation projects are eligible, 
provided they benefit the declared disaster area and meet basic 
project eligibility requirements. Types of eligible projects will be 
identified from those mitigation measures identified in the State 
Hazard Mitigation Plan, hazard mitigation team reports, and issues 
unique to the disaster event. The funding priorities are established and 
the program is administered by Cal OES on behalf of FEMA. 
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7.4 Expenditure Documentation  

The ability of the utility to recover costs or receive disaster assistance from the state and FEMA is 
predicated on its eligibility and ability to document its costs. Examples of documentation for disaster 
related follow below. This documentation is the responsibility of the Finance and Administration 
Section.  

7.4.1 Water Utility Staff 
Labor Expenses

Labor costs include regular and overtime wages and benefits for water 
utility staff assigned to disaster-caused response or recovery activities, 
including staff: 

 Assigned to perform essential disaster-caused tasks; 
 Conducting damage inspections; 
 Making emergency inspections and/or repairs; 
 Helping to evacuate and secure structures; 
 Conducting cleanup operations; 
 Assigned to record and document disaster-caused costs; 
 Assigned to disaster-caused construction 

supervision/management; 
 Assigned to disaster-caused vendor contract 

supervision/management; 
 Required to attend any disaster-caused meetings (internal or 

external); 
 Assigned to order and/or pick up disaster-caused supplies 

and equipment; and 
 Assigned to repair equipment used for disaster-caused 

response and recovery. 

Required Documentation 

All labor-related expenses must be documented daily on time records 
signed by the employee and authorized by the work supervisor. This 
record must indicate the specific job site where work was performed, 
including any applicable job number. The Finance/Administration 
Section in the EOC will compile Daily Activity Reports for each person 
each day and separately for each job site. 

7.4.2 Water Utility 
Equipment Expenses

Equipment costs include expenses for (water utility-established or rate 
schedules agreed upon by the Cal OES FEMA) all water utility-owned 
equipment utilized for disaster response and recovery. Only actual 
equipment usage is eligible for reimbursement. Cal OES and FEMA do 
not reimburse for equipment standby time. 

Required Documentation 

All equipment-related expenses must be documented daily on the job 
site records. This record must indicate the following information: 

 Type and description of equipment; 
 Specific site where equipment was used, including applicable 

job number; 
 Date and number of hours used per day; and 
 Name of operator(s) using equipment, where applicable. 
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7.4.2 Water Utility 
Equipment Expenses 
(cont.) 

The Finance/Administration Section in the EOC will compile summary 
reports for each piece of equipment, and separately for each job site. 

 

7.4.3 Water Utility 
Materials Expenses

 

Materials costs include expenses (actual purchase price) for all water 
utility-owned materials utilized for disaster response and recovery. 
Only materials used for disaster-related purposes at a specific job site 
may be reimbursable. 

Required Documentation 

All material-related expenses must be documented daily on the 
appropriate job site records, including the following information: 

 Type and description of material used; 
 Date and exact amount used; 
 Category of work material used for; and 
 Specific site where material was used, including applicable 

job number. 
 

7.4.4 Outside Contractors

 

Invoices for contractor materials must include the following information: 

 Date material furnished; 
 Description of material; 
 Quantity of material furnished; 
 Unit cost of each item; and 
 Total amount of invoice. 

The Finance/Administration Section in the EOC will note directly on 
each invoice where and/or how the material was used and the specific 
amount applicable to specific categories and job sites. 

Invoices for equipment rental must include the following information for 
each piece of equipment: 

 Type and description of equipment; 
 Date(s) used; 
 Hours used each day; 
 Rate per hour (indicate with or without operator); and 
 Total rental cost. 

Water utility staff must note directly on each invoice where and how the 
equipment was used, including specific categories and job sites. If 
equipment is rented from a private owner, responsibility for repair of the 
equipment should be specified in the rental agreement. 
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7.4.5 Other Political 
Subdivisions (Mutual 
Aid)

Invoices for labor and rental of publicly owned equipment must provide 
the same details as   required by the water utility. The rates used to 
compute the amount claimed for equipment must be the lesser of either 
the FEMA-established rates or the water utility rates. Invoices for 
materials must give the same details as required for vendors. The unit 
costs used to compute the amount claimed must be the unit cost paid 
to the supplier, with nothing added for handling, overhead, etc. 

 

7.4.6 Claims Assistance

 

If disaster assistance is offered in accordance with the proclamation of 
a local emergency, a Governor’s proclamation of a state of 
emergency, or a Presidential declaration of major disaster or 
emergency, as a first step, Cal OES usually conducts an Applicant’s 
Briefing to provide a general overview of the Public Assistance (PA) 
Program and describe the application process. Forms are provided 
and instructions given as to how to initiate the application process. 
Depending on the level of program implementation, State and/or 
Federal assistance may be provided for various emergency response 
activities and necessary costs for the repair, permanent restoration, or 
replacement of facilities damaged or destroyed by disaster incidents. 
Cal OES administers both State and Federal disaster assistance 
programs and State Public Assistance Program staff can offer 
invaluable assistance for navigating sometimes confusing State and 
Federal program requirements. 
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8 ERP Maintenance and Sustainability 

This ERP is developed under the authority of the EGWD General Manager. It is a living document, 
subject to revision based on EGWD organizational changes, new laws or guidance, and experience 
obtained from exercises or responding to real incidents. This section describes the development of 
this ERP and maintenance process for keeping this ERP current, relevant, and in compliance with 
SEMS, NIMS, and other applicable instructions. 

8.1 Development and Maintenance Responsibilities 

The EGWD Management Analyst is responsible for the development and maintenance of this ERP. 
The EGWD Management Analyst is tasked with developing and maintaining this ERP and 
coordinating training to EGWD staff on the concepts contained within. 

8.2 Development Process 

Both the initial development and the development of new material follow basic guidelines for 
emergency planning. The development process is led by the EGWD Management Analyst in 
coordination with key staff with responsibilities defined in this ERP to generate material and verify 
concepts. This ERP will be continually reviewed, evaluated, and updated through planning meetings 
and exercises. Each employee will receive a copy of this ERP on a flash drive with the option of 
receiving a hard copy if desired.  

8.3 Revision and Maintenance Process 

A review of this ERP will be conducted at least annually to ensure that the elements of this ERP are 
valid, current, and remain in compliance with SEMS, NIMS, and other instructions. Similar to the 
development process, each responsible staff member reviews and updates specific portions of this 
ERP based on his or her responsibilities and expertise. Standard operating procedures are also 
modified as required based on the deficiencies identified during exercises or real incidents. All 
revisions to this ERP are documented in the Record of Changes at the front of this ERP. 
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9 References and Links 

The following is a list of references and Internet links that provide additional water system security 
and ERP information. 

State Water Resources Control Board, Division of Drinking Water: SWRCB DDW is the Drinking 
Water Primacy Agency for all California public water systems serving over 200 service connections. 
SWRCB DDW has published a guidance document to assist California public water systems in 
developing or revising their emergency response plans. General information, as well as the guidance 
document and its appendices, is available at 
http://www.waterboards.ca.gov/drinking_water/certlic/drinkingwater/Security.shtml. 

Department of Homeland Security (DHS): DHS is the overall lead agency for homeland security 
issues. DHS will become involved in incident response if needed. General information is available at 
http://www.dhs.gov/. 

United States Environmental Protection Agency: USEPA has numerous resources available. The 
following are key sources: 

 Water Infrastructure Security information, guidance, and training information can be found at 
http://water.epa.gov/infrastructure/watersecurity/emerplan/index.cfm#pp. 

 Information on Local Emergency Planning Committees (LEPCs) can be found at 
http://www2.epa.gov/epcra/local-emergency-planning-committees. 

The Center for Disease Control and Prevention: The CDC develops resources to assist hospital 
staff, clinics, and physicians in diagnosing diseases related to terrorism, reporting incidences of 
disease, and controlling the spread of infection. Information on emergency preparedness and 
response can be found at http://www.bt.cdc.gov/.  

 To assist in the development of a Public Health Response Plan, the CDC published a planning 
guidance document entitled The Public Health Response to Biological and Chemical Terrorism: 
Interim Planning Guidance for State Public Health Officials (July 2001), which can be found at 
http://emergency.cdc.gov/Documents/Planning/PlanningGuidance.PDF. 

 Interim Recommended Notification Procedures for Local and State Public Health Department 
Leaders in the Event of a Bioterrorist Incident can be found at 
http://emergency.cdc.gov/eMContact/Protocols.asp. 

Federal Emergency Management Agency (FEMA): FEMA’s mission is to reduce loss of life and 
property and protect our nation's critical infrastructure from all types of hazards through a 
comprehensive, risk-based, emergency management program of mitigation, preparedness, response 
and recovery. FEMA takes the lead if an incident is assigned to DHS. General information can be 
found at http://www.fema.gov. In addition, several online training courses relevant to emergency 
management are available on-line from FEMA at http://training.fema.gov/EMIWeb/IS/crslist.asp. 

The American Water Works Association (AWWA): USEPA training developed through partnership 
with AWWA covers the entire spectrum of security issues including assessing vulnerabilities, 
emergency response plans, and risk communication. AWWA information can be accessed at 
http://www.awwa.org. Specific AWWA resources can be found at http://www.awwa.org/resources-
tools.aspx. 

http://www.waterboards.ca.gov/drinking_water/certlic/drinkingwater/Security.shtml
http://www.dhs.gov/
http://water.epa.gov/infrastructure/watersecurity/emerplan/index.cfm%23pp
http://www2.epa.gov/epcra/local-emergency-planning-committees
http://www.bt.cdc.gov/
http://emergency.cdc.gov/Documents/Planning/PlanningGuidance.PDF
http://emergency.cdc.gov/eMContact/Protocols.asp
http://www.fema.gov/
http://training.fema.gov/EMIWeb/IS/crslist.asp
http://www.awwa.org/
http://www.awwa.org/resources-tools.aspx
http://www.awwa.org/resources-tools.aspx
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The Association of State Drinking Water Administrators (ASDWA): ASDWA has information on 
water security planning, training, and links to state programs and other information sources. Go to the 
security link at http://www.asdwa.org/.  

National Rural Water Association (NRWA): NRWA developed the SEMS Software Program, which 
can be loaded on a personal computer. It is based on NRWA/ASDWA’s Security Vulnerability Self-
Assessment Guide for Small Drinking Water Systems Serving Populations Between 3,300 and 
10,000. More information can be found at http://www.nrwa.org/. 

Agency for Toxic Substances and Disease Registry (ATSDR): ATSDR is directed by 
congressional mandate to perform specific functions concerning the effect on public health of 
hazardous substances in the environment. These functions include public health assessments of 
waste sites, health consultations concerning specific hazardous substances, health surveillance and 
registries, response to emergency releases of hazardous substances, applied research in support of 
public health assessments, information development and dissemination, and education and training 
concerning hazardous substances. More information can be found at http://www.atsdr.cdc.gov/. 

California Office of Emergency Services (Cal OES) analyzes risk factors for the state of California 
and prepares resources for emergency events. Cal OES also coordinates and supports emergency 
response activities at a regional level. Cal OES may also administrate grant funding for emergency 
management and homeland security. Cal OES controls SEMS. More information can be found at 
http://www.caloes.ca.gov/. 

 

 

http://www.asdwa.org/
http://www.nrwa.org/
http://www.atsdr.cdc.gov/
http://www.caloes.ca.gov/
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A1 Armed Intruder / Active Shooter Initial Response Guidance  

Run / Hide / Fight EGWD personnel should use the following guidelines in the event of 
an armed intruder, active shooter, or other dangerously hostile person. 
All personnel should anticipate the need to run or hide from an active 
shooter and pre-plan their response. Most Armed Intruder / Active 
Shooter incidents last only 10 to 15 minutes, so the initial response is 
critical. The primary guidance in this type of incident is Run / Hide / 
Fight, as explained below. 

Run - Evacuate If there is an accessible escape path, personnel should attempt to 
evacuate the premises. The following guidelines apply: 

 Avoid confrontation if at all possible. 
 Do not risk personal safety to protect EGWD assets. 
 Have an escape route and plan in mind. 
 Warn others not to enter an area where the armed intruder / 

active shooter may be. 
 Help others escape, if possible. 
 Evacuate regardless of whether others agree to follow. 
 Do not attempt to move wounded people. 
 Leave personal belongings behind.  
 Try to get a physical description of the intruder / shooter if safely 

possible. 
 If the Police have not yet been notified, call 9-1-1 when it is safe 

to do so. 
 If the Police are on the scene, follow their instructions. 
 Keep hands visible. 

 

Hide  

 

If safe evacuation is not possible, personnel should find a place to hide 
where the armed intruder / active shooter is less likely to find them.  

This hiding place should: 

 Be out of the active intruder’s / shooter’s view. 
 Provide protection if shots are fired (e.g., an office with a closed 

and locked door). 
 Not trap individuals or restrict their options for movement.  
 Avoid “bunching up” into groups 

To prevent an armed intruder / active shooter from entering the hiding 
place, individuals should: 

 Lock the door. 
 Blockade the door with heavy furniture. 
 Close, cover, and move away from windows. 
 Silence cell phones and/or pagers. (Even the vibration setting 

can give away a hiding position.) 
 Hide behind large items (e.g., cabinets, desks).  
 Remain quiet. 
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Hide (cont.) When possible, individuals should provide the following information to 
law enforcement officers or 9-1-1 operators: 

 Location of the armed intruder / active shooter 
 Number of intruders / shooters, if more than one 
 Physical description of the intruder(s) / shooter(s) 
 Number and type of weapons held by the intruder(s) / shooter(s) 
 Number of potential victims at the location 

 

Fight – Take Action

 

As an absolute last resort, and only when there is imminent danger to 
life, individuals should attempt to disrupt and/or incapacitate the active 
shooter: 

 Act as aggressively as possible against him/her.  
 Throw items and improvise weapons.  
 Yell.  
 Commit to actions. 

EGWD personnel should exercise great caution not to disturb 
evidence, such as spent shell casings and any other items left by the 
shooter. 

When law enforcement personnel arrive and secure the scene, follow 
their instructions closely. Expect it to take several hours for the scene 
to be cleared and personnel to be released. 
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A1.1 Contact Information 

Table A1-1 provides contact information for EGWD personnel who need to be notified of an active 
shooter, when that notification can be made safely, and for external first responder and government 
agencies that could be involved in the response to an armed intruder or active shooter incident. 

Table A1-1. Contact Information List 

Internal Contacts 

Position Name Contact number 

Incident Manager Mark Madison (916) 585-9380 

Operations Steve Shaw (916) 585-9386 

Planning Bruce Kamilos (916) 585-9385 

Logistics Jim Malberg (916) 585-9381 

Finance/Administration Donella Murillo (916) 585-9383 

Safety/Security Ellen Carlson (916) 585-9384 

Legal Advisor Ann Siprelle (916) 551-2834 

Public Information Ellen Carlson (916) 585-9384 

 

External Contacts 

Organization Name Contact numbers 

Police Elk Grove Police Department 
Captain Bryan Noblett 

Call - 911 
(916) 478-8004 [Office] 

Fire and HAZMAT Cosumnes Community Services District 
Battalion Chief Kris Hubbard 

Call – 911 
(916) 405-7121 [Office] 

SWRCB District 
Engineer (DE) 

Ali Rezvani 
1616 Capitol Ave. 
Sacramento, CA 95899 
If the “DE” cannot be reached, call the CA Warning 
Center’s 24/7 phone number and ask for the 
SWRCB Duty Officer. A SWRCB manger will be 
contacted and call the water system 

(916) 445-5285 [Office] 
 
 
 
(800) 852-7550 [24/7] 

FBI Regional Office Sacramento Regional FBI Office (916) 481-9110 [24/7] 

Sacramento County 
Public Health  

Cheryl Hawkins 
Hawkins@saccounty.net 

(916) 875-8429 [Office] 
(916) 591-2638 [Cell] 
 

Sacramento County 
Environmental 
Management 
Department 

Environmental Health Department 
10590 Armstrong Avenue  
Mather, CA 95655-4153 

(916) 875-8484 [Office] 

County OES Sac OES Duty Officer (916) 875-6900 [24/7] 

Cal OES (California 
Governor’s Office of 
Emergency Services) 

Warning Center 
(Ask for SWRCB Duty Officer-Drinking Water 
Program.) 

(800) 852-7550 [24/7] 
(916) 845-8911 [24/7] 

Regional Water Quality 
Control Board (RWQCB) 

Central Valley RWQCB (916) 464-3291 [24/7] 

Sacramento County 
Water Agency 

Dave Underwood (916) 875-6947 

Emergency Number (916) 875-RAIN 

California Department of 
Fish and Wildlife 

Cal-Tip Line is answered 24/7, and callers will be 
directed to the appropriate responder. 

(888) 334-2258 [24/7] 

Water Quality Laboratory BSK Labs (916) 835-9293 [24/7] 

mailto:Hawkins@saccounty.net


Elk Grove Water District – Emergency Response Plan Appendix A 

Action Plans 

A-6 

 

 

A2 Fire/Explosion 

A2.1 General 
Guidance

Fires and explosions are a risk at any facility. They may occur 
independently or together. Each can occur without warning and can 
lead to the other. 

Each District building has an on-site fire alarm system. 

EGWD personnel should immediately evacuate the vicinity of any fire 
and/or explosion. They should not attempt to fight any fire at any 
EGWD facility, unless they are appropriately trained and confident that 
they can extinguish the fire with fire extinguisher(s) or other fire-
fighting equipment on hand. 

9-1-1 should be called as soon as can be safely done so. 

In the event of an off-site wildfire threatening an EGWD facility, EGWD 
personnel should closely monitor the progress of that fire and be 
prepared to evacuate if needed. Wildfires can move very quickly and 
erratically. 

Every employee should know the best and available evacuation routes 
from his/her normal work location(s). 

A2.2 Response 
Actions

The following are response actions that should be taken by EGWD 
personnel in the event of a fire and/or explosion at an EGWD facility: 

 Determine if the fire can be readily extinguished with fire 
extinguishers and materials on hand, without endangering EGWD 
personnel. 

 The person discovering the fire / explosion should call 9-1-1, 
reporting the following: 

 Caller’s name 
 Exact location of the facility 
 Location and extent of the fire or explosion 
 Nature of the fire or explosion, if known – chemical, petroleum 

product, electrical, trash, brush, etc. 
 Injuries that have occurred, if applicable 
 Note: The caller should NOT hang up until told to do so or it is 

unsafe to stay on the call. 
 Close all doors and windows in the building, if that can safely 

be done. 
 Halt work in affected and endangered areas. 
 Evacuate to the designated assembly area at the facility until 

emergency help arrives. Facility assembly areas are listed in 
Table A2.1. Detailed evacuation plans are included in 
Appendix F of the ERP.  
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A2.2 Response 
Actions (cont.)

During evacuation, use the following precautions: 
 In heavy smoke, crawl on the floor where air quality and 

visibility are better – “Stay low and go!” 
 Feel doors before opening them to ensure that they are not hot. 
 In the event that clothing catches on fire, roll on the ground or 

floor to extinguish the flames – “Stop, drop, and roll!” 
 No one should ever reenter a burning building facility for any 

reason. 
 Employees should move all injured personnel to a location 

where medical treatment can be administered by emergency 
personnel. 

 If required, employees should instruct other employees in 
danger to evacuate immediately. 

 The facility supervisor will be responsible for accounting for 
personnel.  

 In the case of a fire and or explosion at any water process 
facilities, if, for any reason, the operator or supervisor on duty 
feels that the treatment process system cannot run in the 
automatic mode for two (2) hours without compromising water 
quality, the facility must be shut down. The operator should not 
place himself / herself in peril, at any time. 

 
The ALL CLEAR signal will be given after the fire has been 
extinguished and it is safe to re-enter the facility. NO personnel are 
allowed to re-enter the facility until after this ALL CLEAR signal has 
been given by the supervisor or the Fire Department. All equipment 
used and/or damaged in the fire should be cleaned and repaired 
before being returned to service. Assessment of damage and 
operational capability will be undertaken. If the facility is not 
operable, a determination will be undertaken of what is necessary 
to get it back on line. 

Table A2-1. EGWD Fire Evacuation Facility Assembly Areas 

Facility Assembly Location 

Administration Building In front on the parking lot side 

Railroad WTSF In front of building 

Maintenance Operations Center In front of facility 

Hampton Village WTP Adjacent park 

A2.3 Contact 
Information

Table A2-2 provides contact information for EGWD personnel who 
need to be notified of a fire or explosion, when that notification can be 
made safely, and for external first responder and government 
agencies that could be involved in the response. 
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Table A2-2. Contact Information List 

Internal Contacts 

Position Name Contact number 

Incident Manager Mark Madison (916) 585-9380 

Operations Steve Shaw (916) 585-9386 

Planning Bruce Kamilos (916) 585-9385 

Logistics Jim Malberg (916) 585-9381 

Finance/Administration Donella Murillo (916) 585-9383 

Safety/Security Ellen Carlson (916) 585-9384 

Legal Advisor Ann Siprelle (916) 551-2834 

Public Information Ellen Carlson (916) 585-9384 

 

External Contacts 

Organization Name Contact numbers 

Police Elk Grove Police Department 
Captain Bryan Noblett 

Call - 911 
(916) 478-8004 [Office] 

Fire and HAZMAT Cosumnes Community Services District 
Battalion Chief Kris Hubbard 

Call – 911 
(916) 405-7121 [Office] 

SWRCB District 
Engineer (DE) 

Ali Rezvani 
1616 Capitol Ave. 
Sacramento, CA 95899 
If the “DE” cannot be reached, call the CA Warning 
Center’s 24/7 phone number and ask for the SWRCB 
Duty Officer. A SWRCB manger will be contacted and 
call the water system 

(916) 445-5285 [Office] 
 
 
 
(800) 852-7550 [24/7] 

FBI Regional Office Sacramento Regional FBI Office (916) 481-9110 [24/7] 

Sacramento County 
Public Health  

Cheryl Hawkins 
Hawkins@saccounty.net 

(916) 875-8429 [Office] 
(916) 591-2638 [Cell] 
 

Sacramento County 
Environmental 
Management 
Department 

Environmental Health Department 
10590 Armstrong Avenue  
Mather, CA 95655-4153 

(916) 875-8484 [Office] 

County OES Sac OES Duty Officer (916) 875-6900 [24/7] 

Cal OES (California 
Governor’s Office of 
Emergency 
Services) 

Warning Center 
(Ask for SWRCB Duty Officer-Drinking Water 
Program.) 

(800) 852-7550 [24/7] 
(916) 845-8911 [24/7] 

Regional Water 
Quality Control 
Board (RWQCB) 

Central Valley RWQCB (916) 464-3291 [24/7] 

Sacramento County 
Water Agency 

Dave Underwood (916) 875-6947 

Emergency Number (916) 875-RAIN 

California 
Department of Fish 
and Wildlife 

Cal-Tip Line is answered 24/7, and callers will be 
directed to the appropriate responder. 

(888) 334-2258 [24/7] 

Water Quality 
Laboratory 

BSK Labs (916) 835-9293 [24/7] 
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A3 Flood  

A3.1 Levels of 
Flood Conditions

There have been floods in the past that have impacted the locations of 
some of the EGWD facilities, including parts of the Treatment and 
Storage Facility. There are not dams upstream of EGWD facilities and 
there is minimal threat of flash floods at EGWD locations. 

There are four levels of conditions associated with floods, as follows. It 
is important that all EGWD personnel understand the distinction 
between a flood watch and a flood warning and the appropriate 
response actions for each. 

Flood Watch – A Flood Watch is issued when conditions are 
favorable for flooding to occur. It does not mean flooding will occur, but 
it is possible. 

Flood Warning – A Flood Warning is issued when flooding is 
imminent or occurring. 

Flood Advisory – A Flood Advisory is issued when a specific weather 
event that is forecast to occur may become a nuisance. A Flood 
Advisory is issued when flooding is not expected to be bad enough to 
issue a warning. However, it may cause significant inconvenience, and 
if caution is not exercised, it could lead to situations that may threaten 
life and/or property. Flood Advisories are not specifically addressed in 
this Action Plan. 

Flood – A flood is occurring at EGWD facilities or other properties in 
the EGWD service area. “Flood” is not a National Weather Service 
term, but a term for the purpose of this Action Plan. 

A3.2 Response 
Actions

The following are response actions that should be taken by EGWD 
personnel for each level of flood condition: 

Flood Watch – In the event of the issuance of a flood watch that 
encompasses any or all of the EGWD service area, response actions 
to be taken include: 

 All personnel should be apprised that the flood watch has 
been issued. Those personnel with iPhones will receive 
electronic notification and will apprise others. 

 All personnel should monitor for the possible elevation of the 
advisory to a flood warning. Monitor conditions via the 
weather radio and/or weather alert channel 

 If possible and appropriate based on the warning, take 
necessary measures to protect facilities (e.g., sandbagging, 
portable pumps) 

 Relocate or elevate mobile and portable equipment that may 
be damaged by the projected flood. 

 Account for all personnel / visitors 
 Ensure adequate supplies of chemicals and fuel 
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A3.2 Response 
Actions (cont.)

If time allows and personnel safety is not jeopardized, shut down 
operations equipment and or cut off electrical power where their 
operation or energization may cause greater damage or danger during 
flooding. All personnel should be ready to act quickly if a flood warning 
is issued or they suspect that flood conditions are building.  

Flood Warning – In the event of the issuance of a flood warning that 
encompasses any or all of the EGWD service area, response actions 
to be taken include: 

 Personnel should avoid entering floodwaters, either in 
vehicles or on foot. Floodwaters can be very deceptively 
dangerous to vehicles, as the vehicles float in surprisingly 
shallow water and can be swept away. “Turn Around – Don’t 
Drown”! 

 Personnel should continue all the action items listed under 
Flood Watch, as appropriate. 

 If necessary, evacuate personnel from impacted facilities; 
where possible, the Emergency Phone Tree will be used to 
notify employees to exit and seek high ground. 

 If necessary, personnel should take shelter in facilities where 
they cannot safely evacuate. 

Flood – In the event that a flood has occurred an EGWD facility, initial 
response actions to be taken include: 

 Personnel should continue all the action items listed under 
Flood Warning, as appropriate. 

 Supervisors should continue to check the safety of 
employees during this phase. 

 Safety Personnel must assess whether it is safe to enter 
facilities and other work locations before personnel begin to 
respond. 

 Assessment of damage and operational capability will be 
undertaken. 

 If the facility is not operable, a determination will be 
undertaken of what is necessary to get it back on line. 

 Document damages and response and recovery 
expenditures, including personnel time, for potential FEMA 
reimbursement. 

 

A3.3 Contact 
Information

 

Table A3.1 provides contact information for EGWD personnel who 
need to be contacted during or after a flood, when that notification can 
be made safely, and for external first responder and government 
agencies that could be involved in the response. 
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A3.3 Contact Information (cont.) 

Table A3-1. Contact Information List 

Internal Contacts 

Position Name Contact number 

Incident Manager Mark Madison (916) 585-9380 

Operations Steve Shaw (916) 585-9386 

Planning Bruce Kamilos (916) 585-9385 

Logistics Jim Malberg (916) 585-9381 

Finance/Administration Donella Murillo (916) 585-9383 

Safety/Security Ellen Carlson (916) 585-9384 

Legal Advisor Ann Siprelle (916) 551-2834 

Public Information Ellen Carlson (916) 585-9384 

 

External Contacts 

Organization Name Contact numbers 

Police Elk Grove Police Department 
Captain Bryan Noblett 

Call - 911 
(916) 478-8004 [Office] 

Fire and HAZMAT Cosumnes Community Services District 
Battalion Chief Kris Hubbard 

Call – 911 
(916) 405-7121 [Office] 

SWRCB District 
Engineer (DE) 

Ali Rezvani 
1616 Capitol Ave. 
Sacramento, CA 95899 
If the “DE” cannot be reached, call the CA Warning 
Center’s 24/7 phone number and ask for the 
SWRCB Duty Officer. A SWRCB manger will be 
contacted and call the water system 

(916) 445-5285 [Office] 
 
 
 
(800) 852-7550 [24/7] 

FBI Regional Office Sacramento Regional FBI Office (916) 481-9110 [24/7] 

Sacramento County 
Public Health  

Cheryl Hawkins 
Hawkins@saccounty.net 

(916) 875-8429 [Office] 
(916) 591-2638 [Cell] 
 

Sacramento County 
Environmental 
Management 
Department 

Environmental Health Department 
10590 Armstrong Avenue  
Mather, CA 95655-4153 

(916) 875-8484 [Office] 

County OES Sac OES Duty Officer (916) 875-6900 [24/7] 

Cal OES (California 
Governor’s Office of 
Emergency Services) 

Warning Center 
(Ask for SWRCB Duty Officer-Drinking Water 
Program.) 

(800) 852-7550 [24/7] 
(916) 845-8911 [24/7] 

Regional Water Quality 
Control Board 
(RWQCB) 

Central Valley RWQCB (916) 464-3291 [24/7] 

Sacramento County 
Water Agency 

Dave Underwood (916) 875-6947 

Emergency Number (916) 875-RAIN 

California Department 
of Fish and Wildlife 

Cal-Tip Line is answered 24/7, and callers will be 
directed to the appropriate responder. 

(888) 334-2258 [24/7] 

Water Quality 
Laboratory 

BSK Labs (916) 835-9293 [24/7] 
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A4 Off-site Hazardous Material Release 

A4.1 General 
Guidance

There is a potential for an EGWD facility to be impacted by an off-site 
release of hazardous materials, such as from a railroad or truck 
transportation accident. Such a release could be flammable, explosive, 
toxic, or some combination thereof. 

EGWD personnel should call 9-1-1 as soon as can be safely done so, 
unless it is apparent that first responders have already been notified. 

Every employee should know the best and available evacuation routes 
from his/her normal work location(s), including back-up routes in the 
event of a hazardous material plume coming onto the site. 

A4.2 Response 
Actions

The following are response actions that should be taken by EGWD 
personnel in the event of an off-site hazardous material release 
impacting or threatening an EGWD facility.  

 If EGWD personnel can smell the chemical release, they 
should evacuate downwind immediately. 

 In the event that EGWD personnel may be the first person(s) 
he person aware of the hazardous material incident, as soon as 
he/she can safely do so, the employee discovering the incident 
should call 9-1-1 call, reporting the following: 

o Caller’s name 
o Exact location of the facility 
o Location and extent of the hazardous material 

incident 
o Nature of the release, if known – gas or liquid, 

color, sound, apparent volume or rate of release, 
etc. 

o Injuries that have occurred, if applicable 
o Note: The caller should NOT hang up until told to 

do so or it is unsafe to stay on the call. 
 In the event of a threat from a hazardous material plume, 

EGWD personnel should closely monitor the progress of the 
plume and be prepared to evacuate downwind if needed. 
Personnel should pay close attention to information and 
direction from Fire and Law Enforcement personnel. 

 EGWD personnel should pay very close attention to the wind 
direction during incidents involving airborne hazardous 
materials. 

 Close all doors and windows in the building, if that can safely 
be done. 

 Halt work in affected and endangered areas. 
 Unless wind direction dictates evacuation in a different 

direction, evacuate to the designated fire evacuation assembly 
area at the facility until emergency help arrives. Facility 
assembly areas are listed in Table A4.1.  
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A4.2 Response 
Actions (cont.)

The location of the incident that has caused the hazardous material 
release may impede evacuation and may be a significant factor in 
determining the best course of action regarding evacuation, shelter-in-
place, or other actions. In some cases, employees may be directed to 
shelter in place, if evacuation is not possible or advised. 
 
If required, employees should instruct other employees in danger to 
evacuate immediately. 
The facility supervisor will be responsible for accounting for personnel.  
In the case of an off-site chemical release impacting any water 
process facilities, if, for any reason, the operator or supervisor on duty 
feels that the treatment process system cannot run in the automatic 
mode for two (2) hours without compromising water quality, the facility 
must be shut down. The operator should not place himself / herself in 
peril, at any time. 
 
The ALL CLEAR signal will be given after the hazardous material 
release has been cleared and it is safe to re-enter the facility. NO 
personnel are allowed to re-enter the facility until after this ALL CLEAR 
signal has been given by the supervisor or the Fire Department. All 
equipment used and/or damaged in the by the hazardous material 
should be cleaned and repaired before being returned to service. 
Assessment of damage and operational capability will be undertaken. 
If the facility is not operable, a determination will be undertaken of 
what is necessary to get it back on line. 

Table A4-1. EGWD Fire Evacuation Facility Assembly Areas 

Facility Assembly Location 

Administration Building In front on the parking lot side 

Railroad WTSF In front of building 

Maintenance Operations 
Center 

In front of facility 

Hampton Village WTP Adjacent park 
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A4.3 Contact Information 

Table A4-2 provides contact information for EGWD personnel who need to be notified of a hazardous 
materials release, when that notification can be made safely, and for external first responder and 
government agencies that could be involved in the response. 

Table A4-2. Contact Information List 

Internal Contacts 

Position Name Contact number 

Incident Manager Mark Madison (916) 585-9380 

Operations Steve Shaw (916) 585-9386 

Planning Bruce Kamilos (916) 585-9385 

Logistics Jim Malberg (916) 585-9381 

Finance/Administration Donella Murillo (916) 585-9383 

Safety/Security Ellen Carlson (916) 585-9384 

Legal Advisor Ann Siprelle (916) 551-2834 

Public Information Ellen Carlson (916) 585-9384 

 

External Contacts 

Organization Name Contact numbers 

Police Elk Grove Police Department 
Captain Bryan Noblett 

Call - 911 
(916) 478-8004 [Office] 

Fire and HAZMAT Cosumnes Community Services District 
Battalion Chief Kris Hubbard 

Call – 911 
(916) 405-7121 [Office] 

SWRCB District 
Engineer (DE) 

Ali Rezvani 
1616 Capitol Ave. 
Sacramento, CA 95899 
If the “DE” cannot be reached, call the CA Warning 
Center’s 24/7 phone number and ask for the 
SWRCB Duty Officer. A SWRCB manger will be 
contacted and call the water system 

(916) 445-5285 [Office] 
 
 
 
(800) 852-7550 [24/7] 

FBI Regional Office Sacramento Regional FBI Office (916) 481-9110 [24/7] 

Sacramento County 
Public Health  

Cheryl Hawkins 
Hawkins@saccounty.net 

(916) 875-8429 [Office] 
(916) 591-2638 [Cell] 
 

Sacramento County 
Environmental 
Management 
Department 

Environmental Health Department 
10590 Armstrong Avenue  
Mather, CA 95655-4153 

(916) 875-8484 [Office] 

County OES Sac OES Duty Officer (916) 875-6900 [24/7] 

Cal OES (California 
Governor’s Office of 
Emergency Services) 

Warning Center 
(Ask for SWRCB Duty Officer-Drinking Water 
Program.) 

(800) 852-7550 [24/7] 
(916) 845-8911 [24/7] 

Regional Water Quality 
Control Board 
(RWQCB) 

Central Valley RWQCB (916) 464-3291 [24/7] 

Sacramento County 
Water Agency 

Dave Underwood (916) 875-6947 

Emergency Number (916) 875-RAIN 

California Department 
of Fish and Wildlife 

Cal-Tip Line is answered 24/7, and callers will be 
directed to the appropriate responder. 

(888) 334-2258 [24/7] 

Water Quality 
Laboratory 

BSK Labs (916) 835-9293 [24/7] 
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A5 Tornado Initial Response Information 

A5.1 Levels of 
Tornado Conditions

There are three levels of conditions associated with tornados, as 
follows. It is important that all EGWD personnel understand the 
distinction between a tornado watch and a tornado warning and the 
appropriate response actions for each. 

Watch – Tornadoes are possible in and near the watch area. Watches 
are issued by the Storm Prediction Center for counties where 
tornadoes may occur. The watch area is typically large, covering 
numerous counties or even states. 

Warning – A tornado has been sighted or indicated by weather radar. 
There is imminent danger to life and property. Warnings are issued by 
the local forecast office. Warnings typically encompass a much smaller 
area (around the size of a city or small county) that may be impacted 
by a tornado identified by a forecaster on Radar or by a trained 
spotter/law enforcement who is watching the storm. 

Strike – A tornado has inflicted damage to EGWD facilities or other 
properties in the EGWD service area. “Strike” is not a National 
Weather Service term, but a term for the purpose of this Action Plan. 
The National Weather Service (NWS) uses the terminology, “Tornado 
Emergency” in a similar, but not interchangeable, meaning. 

A5.2 Response 
Actions

The following are response actions that should be taken by EGWD 
personnel for each level of tornado condition: 

Watch – In the event of the issuance of a tornado watch that 
encompasses any or all of the EGWD service area, response actions 
to be taken include: 

 All personnel should be apprised that the tornado watch has 
been issued. Those personnel with iPhones will receive 
electronic notification and will apprise others. 

 All personnel should monitor for the possible elevation of the 
advisory to a tornado warning.  

 All personnel should be ready to act quickly if a warning is 
issued or they suspect a tornado is approaching.  

Warning – In the event of the issuance of a tornado warning that 
encompasses any or all of the EGWD service area, response actions 
to be taken include: 

 If a tornado warning is issued with the potential to impact one 
or more EGWD facilities, all EGWD personnel in the potentially 
impacted facilities will take cover in the designated tornado 
shelters as indicated in Table A5-1.  
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A5.2 Response 
Actions  (cont.)

Employees in vehicles or outdoors should leave the vehicle and find 
shelter in the closest substantial building and protect themselves from 
flying glass and debris. If no building is available, they should find 
shelter in a ditch. They should not get under an overpass or bridge. It 
is safer in a low, flat location. They should never try to outrun a 
tornado with their vehicle in urban or congested areas. After the 
danger has passed, they are to keep in touch with the plant by radio 
for instructions as to what to do and where to go. If radio or other 
communications systems are down, they should report to their base 
location. 
 

Each major facility has a weather radio and weather alert channel on a 
TV set for monitoring for specific warning conditions. If a tornado is 
sited, a verbal message will be sounded three times, if possible, over 
the All Call System. The alarm will be sent to the trucks in the field by 
radio. In the event of communication failure at one of the facilities, 3 
blasts on an air horn will signify an emergency. 

Strike – In the event that a tornado has struck an EGWD facility, initial 
response actions to be taken include: 

 Employees must evacuate damaged facilities, exercising 
great caution to avoid structurally unsound areas, exposed 
electrical facilities, nails, broken glass and other hazards. 

 9-1-1 should be called as soon as can safely be done so. 
 Employees should carefully render aid to those who are 

injured.  
 Matches or lighters should not be used, in case of leaking 

natural gas pipes or fuel tanks nearby. 
 Employees should report to the designated assembly point 

as listed in Table A5.1 and an accounting should be taken of 
all employees. 

 Damage assessment should begin when appropriate 
personnel arrive on the scene. 

 All costs should be closely documented for potential future 
FEMA reimbursement. 

 

Table A5-1. Building-Specific Information for Tornados 

Facility Location to Take 
Cover 

Assembly 
Location 

Administration Building Employee break 
room 

In front on the parking 
lot side 

Railroad WTSF Control Building hall 
closet 

In front of building 

Maintenance 
Operations Center 

Men’s restroom In front of faciity 

Hampton Village WTP Inside the only room Adjacent park 
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A5.3 Contact Information 

Table A5-2 provides contact information for EGWD personnel who need to be notified of tornado 
impacts at an EGWD facility, when that notification can be made safely, and for external first 
responder and government agencies that could be involved in the response. 

Table A5-2. Contact Information List 

Internal Contacts 

Position Name Contact number 

Incident Manager Mark Madison (916) 585-9380 

Operations Steve Shaw (916) 585-9386 

Planning Bruce Kamilos (916) 585-9385 

Logistics Jim Malberg (916) 585-9381 

Finance/Administration Donella Murillo (916) 585-9383 

Safety/Security Ellen Carlson (916) 585-9384 

Legal Advisor Ann Siprelle (916) 551-2834 

Public Information Ellen Carlson (916) 585-9384 

 

External Contacts 

Organization Name Contact numbers 

Police Elk Grove Police Department 
Captain Bryan Noblett 

Call - 911 
(916) 478-8004 [Office] 

Fire and HAZMAT Cosumnes Community Services District 
Battalion Chief Kris Hubbard 

Call – 911 
(916) 405-7121 [Office] 

SWRCB District 
Engineer (DE) 

Ali Rezvani 
1616 Capitol Ave. 
Sacramento, CA 95899 
If the “DE” cannot be reached, call the CA Warning 
Center’s 24/7 phone number and ask for the 
SWRCB Duty Officer. A SWRCB manger will be 
contacted and call the water system 

(916) 445-5285 [Office] 
 
 
 
(800) 852-7550 [24/7] 

FBI Regional Office Sacramento Regional FBI Office (916) 481-9110 [24/7] 

Sacramento County 
Public Health  

Cheryl Hawkins 
Hawkins@saccounty.net 

(916) 875-8429 [Office] 
(916) 591-2638 [Cell] 
 

Sacramento County 
Environmental 
Management 
Department 

Environmental Health Department 
10590 Armstrong Avenue  
Mather, CA 95655-4153 

(916) 875-8484 [Office] 

County OES Sac OES Duty Officer (916) 875-6900 [24/7] 

Cal OES (California 
Governor’s Office of 
Emergency Services) 

Warning Center 
(Ask for SWRCB Duty Officer-Drinking Water 
Program.) 

(800) 852-7550 [24/7] 
(916) 845-8911 [24/7] 

Regional Water Quality 
Control Board 
(RWQCB) 

Central Valley RWQCB (916) 464-3291 [24/7] 

Sacramento County 
Water Agency 

Dave Underwood (916) 875-6947 

Emergency Number (916) 875-RAIN 

California Department 
of Fish and Wildlife 

Cal-Tip Line is answered 24/7, and callers will be 
directed to the appropriate responder. 

(888) 334-2258 [24/7] 

Water Quality 
Laboratory 

BSK Labs (916) 835-9293 [24/7] 

mailto:Hawkins@saccounty.net
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A6 Water Contamination 

A6.1 General 
Guidance

Raw or finished water contamination is a very serious situation and 
may be caused cross-connection incidents, malevolent acts, and other 
scenarios. EGWD has a cross-connection control program to minimize 
the potential for cross-connection contamination incidents. 

Contamination incidents may involve concentrations of highly 
hazardous substances, especially at the point of entry / introduction. 
All EGWD personnel should use appropriate personal protective 
equipment (PPE) and precautions when dealing with potential 
contamination. 

Intentional contamination incidents will involve a crimes scene, 
somewhere. In the event that EGWD personnel find that scene, they 
should exercise great caution not to disturb evidence, such as cut 
fences, hoses, buckets, pumps, gloves, etc. 

A6.2 Initial Incident 
Identification

EGWD personnel may become aware of potential contamination 
incidents from: 

 Finding a security breach, such as open doors, broken 
hatches, cut fences, triggered alarms, etc. 

 Witness or law enforcement reports of unusual activities at 
EGWD. 

 Receipt verbal or written the alleged contamination 
perpetrator directly or through other avenues, such as the 
news media. 

 Unusual analytical results or water conditions, such as taste, 
odor, or color. 

 Public health notification of potential waterborne illnesses. 
 

A6.3 Threatened 
Contamination 
Incident Levels

 

Threatened or potential contamination incidents should be evaluated 
on the following three levels: 

Possible – a reported contamination incident which EGWD personnel, 
working with other agencies as appropriate, determine is generally 
possible. Some reported contamination incidents will be deemed not 
possible. Incidents determined to be possible require prompt additional 
investigation to determine whether they are credible. Incidents 
determined to be not possible require additional investigation only into 
the perpetrators of the threat. An example of a possible contamination 
threat would be that someone had dumped diesel into an open surface 
raw water source. An example of a non-possible contamination 
incident would be the alleged contamination of a non-existent water 
tank. 
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A6.3 Threatened 
Contamination 
Incident Levels (cont)

Credible – a reported contamination incident which EGWD personnel, 
working with other agencies as appropriate, determine is credible in 
the EGWD system. Some reported contamination incidents will be 
deemed possible, but not credible. Incidents determined to be credible 
require prompt additional investigation to determine whether they may 
have actually occurred. Incidents determined to be not credible require 
additional investigation only into the perpetrators of the threat. An 
example of a credible contamination threat would be that someone 
had dumped a pesticide into a finished water tank where the fence and 
hatch are found to have been damaged. An example of a non-credible 
contamination incident would be the alleged contamination of a 
finished water tank by landing a helicopter on top of the tank in a 
densely-populated area, when there are no confirmations of a 
helicopter in the area. 

Confirmed – a reported contamination incident which EGWD 
personnel, working with other agencies as appropriate, determine has 
actually occurred. Some reported contamination incidents will be 
deemed credible, but not credible. Incidents determined to be 
confirmed require prompt and significant additional work to address 
the contamination. Incidents determined to not have occurred require 
additional investigation only into the perpetrators of the threat. An 
example of a confirmed contamination threat would be that someone 
had dumped a pesticide into a finished water tank where the pesticide 
is found in the water. An example of a non-confirmed contamination 
incident would be that threat, but where not traces of the pesticide are 
found. 

A6.4 Response 
Actions

The following are response actions that should be taken by EGWD 
personnel in the event of contamination of the raw or finished water 
are divided into Initial Response, Intermediate Response and 
Assessment, and Restoration and Recovery. 

Initial Response 

Initial response actions and considerations for a water contamination 
incident include: 

 Isolate the contaminated water, if possible  
 Prevent further contamination, if possible (e.g., eliminate the 

source) 
 Notify law enforcement is the contamination may be 

intentional 
 Notify and coordinate with the Sacramento County Public 

Health Department, California Division of Drinking Water 
Programs and/or EPA, as necessary depending on the 
nature of the contamination 

 Contamination incidents may involve concentrations of highly 
hazardous substances, especially at the point of entry / 
introduction. All EGWD personnel should use appropriate 
PPE and precautions. 

 Provide appropriate consumer notifications. 
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A6.4 Response 
Actions (cont.)

 
 Intentional contamination incidents will involve a crime scene, 

somewhere. In the event that EGWD personnel find that 
scene, they should exercise great caution not to disturb 
evidence, such as cut fences, hoses, buckets, pumps, 
gloves, etc. 

Intermediate Response and Assessment 

Intermediate response actions and considerations for a water 
contamination incident include: 

 Perform sampling and analysis. Table A6.2 provides contact 
information for BSK, the primary lab used by the District. 
Additional laboratory information is provided in Section 6.2 of 
the ERP.  

 Evaluate and implement as appropriate alternate chemical 
feeds to neutralize the contamination. 

 Determine need for and implement as determined water use 
restrictions (e.g., boil water, do not drink, do not use) 

 Determine whether it is necessary to provide bottled water 
and/or bulk water for customers 

 Consider implementing the Emergency Water Conservation 
and Restriction Plan 

 Notify interconnection drinking water systems if there is the 
potential for the contamination to impact their water systems 
or the need for additional water from their system(s) 

 Activate the media/communication plan 
 Flush, neutralize, or disinfect as necessary to decontaminate. 

Some contamination incidents, depending on the 
contaminant, will require very substantial recovery actions. 

Restoration and Recovery 

Restoration and recovery actions and considerations for a water 
contamination incident include: 

 Flush, neutralize, or disinfect as necessary to decontaminate.  
 Some contamination incidents, depending on the 

contaminant, will require very substantial recovery actions, 
such as the replacement of components of the water 
distribution system and/or building plumbing systems and 
appliances. 

 Conduct or participate in additional investigation to determine 
the cause of the contamination and prevent its occurrence in 
the future. 

  



Elk Grove Water District – Emergency Response Plan Appendix A 

Action Plans 

A-21 

 

A6.5 Contact Information 

Table A6-1 provides contact information for EGWD personnel who need to be notified of a potential or 
actual water contamination incident and for external first responder and government agencies that 
could be involved in the response. 

Table A6-1. Contact Information List 

Internal Contacts 

Position Name Contact number 

Incident Manager Mark Madison (916) 585-9380 

Operations Steve Shaw (916) 585-9386 

Planning Bruce Kamilos (916) 585-9385 

Logistics Jim Malberg (916) 585-9381 

Finance/Administration Donella Murillo (916) 585-9383 

Safety/Security Ellen Carlson (916) 585-9384 

Legal Advisor Ann Siprelle (916) 551-2834 

Public Information Ellen Carlson (916) 585-9384 

 

External Contacts 

Organization Name Contact numbers 

Police Elk Grove Police Department 
Captain Bryan Noblett 

Call - 911 
(916) 478-8004 [Office] 

Fire and HAZMAT Cosumnes Community Services District 
Battalion Chief Kris Hubbard 

Call – 911 
(916) 405-7121 [Office] 

SWRCB District 
Engineer (DE) 

Ali Rezvani 
1616 Capitol Ave. 
Sacramento, CA 95899 
If the “DE” cannot be reached, call the CA Warning 
Center’s 24/7 phone number and ask for the 
SWRCB Duty Officer. A SWRCB manger will be 
contacted and call the water system 

(916) 445-5285 [Office] 
 
 
 
(800) 852-7550 [24/7] 

FBI Regional Office Sacramento Regional FBI Office (916) 481-9110 [24/7] 

Sacramento County 
Public Health  

Cheryl Hawkins 
Hawkins@saccounty.net 

(916) 875-8429 [Office] 
(916) 591-2638 [Cell] 
 

Sacramento County 
Environmental 
Management 
Department 

Environmental Health Department 
10590 Armstrong Avenue  
Mather, CA 95655-4153 

(916) 875-8484 [Office] 

County OES Sac OES Duty Officer (916) 875-6900 [24/7] 

Cal OES (California 
Governor’s Office of 
Emergency Services) 

Warning Center 
(Ask for SWRCB Duty Officer-Drinking Water 
Program.) 

(800) 852-7550 [24/7] 
(916) 845-8911 [24/7] 

Regional Water Quality 
Control Board 
(RWQCB) 

Central Valley RWQCB (916) 464-3291 [24/7] 

Sacramento County 
Water Agency 

Dave Underwood (916) 875-6947 

Emergency Number (916) 875-RAIN 

California Department 
of Fish and Wildlife 

Cal-Tip Line is answered 24/7, and callers will be 
directed to the appropriate responder. 

(888) 334-2258 [24/7] 

Water Quality 
Laboratory 

BSK Labs (916) 835-9293 [24/7] 
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A6.6 Laboratory Contact Information 

Table A6.2 provides contact information for BSK, the primary lab used by the District. 

Table A6-2. BSK Laboratories Contact Information 

Name Contact Info 

Brenda Hamilton (Primary Contact) (916) 853-9293 X 110 
3140 Gold Camp Dr. #160 
Rancho Cordova, CA 95670 

Michael Ng (Alternate)  (559) 497-2888 X 118 
1414 Stanislaus St.  
Fresno, CA 93706 

Renea Rangell (Alternate) (559) 497-2888 X 233 
1414 Stanislaus St.  
Fresno, CA 93706 

General Contact  (800) 877-8310 
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A7 Earthquake 

A7.1 The 
Earthquake Threat

While the Elk Grove area is at relatively low risk for damaging 
earthquakes, compared to much of the state, it is not immune. There 
was a strong damaging earthquake, estimated at magnitude 6.6 in the 
Vacaville-Winters area in 1892. More recently, there have been 
numerous weaker and closer earthquakes. Research continues to 
uncover previously unknown fault lines with the potential to produce 
damaging earthquakes. Unlike many other forms of emergencies that 
may impact the District, earthquakes will be one in which it will be very 
difficult to obtain outside help, because of widespread damages, 
potentially more severe in other areas. 

A7.2 Safety during 
an Earthquake

Earthquakes generally occur with minimal warning. Personnel safety 
measures during an earthquake include: 

Indoors 

 Stay in place until the tremors stop, not running outside or 
getting in a doorway, as this does not provide protection from 
falling or flying objects and it may be difficult or impossible to 
remain standing. 

 Drop down onto their hands and knees so the earthquake 
does not knock them down. Cover their head and neck with 
their arms to protect them from falling debris. Try to seek 
shelter under a sturdy piece of furniture. 

 In the absence of furniture or other sturdy objects to get 
under, an interior wall or inside corner nearby may also 
provide some additional cover. 

 Stay away from glass, windows, outside doors and walls, and 
anything that could fall, such as light fixtures or furniture. 

 Hold on to any sturdy covering and move with it until the 
tremors stop.  

Outdoors or in a vehicle 

 Move away from buildings, streetlights, and utility wires. 
Once in the open, “Drop, Cover, and Hold On” and stay there 
until the tremors stop. This might not be possible around 
buildings, so it may be necessary to duck inside a building to 
avoid falling debris. 

 If in a moving vehicle, stop as quickly and safely as possible 
and stay in the vehicle. Avoid stopping near or under 
buildings, trees, overpasses, and utility wires. Proceed 
cautiously once the earthquake has stopped. Avoid roads, 
bridges, or ramps that the earthquake may have damaged. 
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A7.2 Safety during 
an Earthquake (cont.)

Initial Response Actions 

Initial response actions that should be taken by EGWD personnel 
include: 

 Be prepared to “Drop, Cover, and Hold on” in the likely event 
of aftershocks. 

 Evacuate damaged facilities, if they can safely do so, 
exercising great caution to avoid structurally unsound areas, 
exposed electrical facilities, nails, broken glass and other 
hazards. 

 If trapped do not move about or kick up dust. Call for help 
with a cell phone, if available, and tap on a pipe or wall or use 
a whistle, if available. 

 Call 9-1-1 as soon as possible if there are injured persons or 
other eminent threats to health and safety. (9-1-1 does not 
need to be called just to report that there has been an 
earthquake, as that will be widely known.) 

 Carefully render aid to those who are injured.  
 Do not use matches or lighters, in case of leaking natural gas 

pipes or fuel tanks nearby. 
 Anticipate small fires and chemical releases, which are very 

common following earthquakes. 
 Report to the designated assembly point as listed in Table 

A7.1 and take an account of all employees. 
 Begin damage assessment when appropriate personnel 

arrive on the scene. 
 Closely document all costs for potential future FEMA 

reimbursement. 

Table A7.1 Designated Assembly Points for EGWD Facilities 

Facility Assembly Location 

Administration Building In front on the parking lot side 

Railroad WTSF In front of building 

Maintenance Operations Center In front of facility 

Hampton Village WTP Adjacent park 
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A7.2 Contact Information  

Table A7-2 provides contact information for EGWD personnel who need to be contacted following an 
earthquake, when that notification can be made safely, and for external first responder and 
government agencies that could be involved in the response. 

Table A7-2. Contact Information List 

Internal Contacts 

Position Name Contact number 

Incident Manager Mark Madison (916) 585-9380 

Operations Steve Shaw (916) 585-9386 

Planning Bruce Kamilos (916) 585-9385 

Logistics Jim Malberg (916) 585-9381 

Finance/Administration Donella Murillo (916) 585-9383 

Safety/Security Ellen Carlson (916) 585-9384 

Legal Advisor Ann Siprelle (916) 551-2834 

Public Information Ellen Carlson (916) 585-9384 

 

External Contacts 

Organization Name Contact numbers 

Police Elk Grove Police Department 
Captain Bryan Noblett 

Call - 911 
(916) 478-8004 [Office] 

Fire and HAZMAT Cosumnes Community Services District 
Battalion Chief Kris Hubbard 

Call – 911 
(916) 405-7121 [Office] 

SWRCB District 
Engineer (DE) 

Ali Rezvani 
1616 Capitol Ave. 
Sacramento, CA 95899 
If the “DE” cannot be reached, call the CA Warning 
Center’s 24/7 phone number and ask for the 
SWRCB Duty Officer. A SWRCB manger will be 
contacted and call the water system 

(916) 445-5285 [Office] 
 
 
 
(800) 852-7550 [24/7] 

FBI Regional Office Sacramento Regional FBI Office (916) 481-9110 [24/7] 

Sacramento County 
Public Health  

Cheryl Hawkins 
Hawkins@saccounty.net 

(916) 875-8429 [Office] 
(916) 591-2638 [Cell] 
 

Sacramento County 
Environmental 
Management 
Department 

Environmental Health Department 
10590 Armstrong Avenue  
Mather, CA 95655-4153 

(916) 875-8484 [Office] 

County OES Sac OES Duty Officer (916) 875-6900 [24/7] 

Cal OES (California 
Governor’s Office of 
Emergency Services) 

Warning Center 
(Ask for SWRCB Duty Officer-Drinking Water 
Program.) 

(800) 852-7550 [24/7] 
(916) 845-8911 [24/7] 

Regional Water Quality 
Control Board 
(RWQCB) 

Central Valley RWQCB (916) 464-3291 [24/7] 

Sacramento County 
Water Agency 

Dave Underwood (916) 875-6947 

Emergency Number (916) 875-RAIN 

California Department 
of Fish and Wildlife 

Cal-Tip Line is answered 24/7, and callers will be 
directed to the appropriate responder. 

(888) 334-2258 [24/7] 

Water Quality 
Laboratory 

BSK Labs (916) 835-9293 [24/7] 
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INCIDENT MANAGER 

MANAGEMENT FUNCTIONAL CHECKLIST  

Manages the EOC activity and is responsible for the overall emergency management policy and 
coordination.  

ACTIVATION  

 When automatic activation is not called for, utilize Activation Protocol to determine 
appropriate level of activation i.e. Standby, partial or full EOC activation based on 
situation as known.  

 Respond immediately to EOC and determine operational status.  
 Mobilize and assign EGWD Staff to respond to pre-assigned EOC.  
 Check in. 
 Get status report of present situation from available EGWD staff on site.  

START UP ACTIONS  

 Put on identification vest.  
 Document time in.  
 Determine priorities.  
 Assign staff to initiate check-in/check-out procedures.  
 Ensure that EOC Organization Staffing Chart is posted and that arriving staff are assigned 

by name.  
 Ensure that EOC is properly set up and ready for operations.  
 Ensure that section chiefs are in place and their respective sections are staffed as soon as 

possible.  
 Ensure that radio and telephone communications are established with appropriate 

agencies.  
 Open and maintain an activities log. 
 Schedule initial planning meeting with EOC management staff.  
 Request additional staff support as needed.  

OPERATIONAL DUTIES  

 Exercise overall management responsibility for the coordination of the response efforts 
within the affected area. 

 Establish the appropriate level of organization and staffing necessary to support 
operations and continuously monitor the effectiveness of that organization.  

 Review (with Operations Chief) damage assessment reports from affected agencies.  
 In conjunction with the General Staff, set priorities for response efforts, and ensure that all 

agency actions are accomplished within the priorities established.  
 Ensures that inter-agency coordination is accomplished effectively within the EOC.  
 Coordinate with Logistics Chief regarding requests for available Mutual Aid resources.  
 Coordinate with Operations Chief to establish and facilitate water allocation priorities.  
 Coordinate with PIO to ensure the dissemination of timely and accurate public information 

bulletins.  
 Oversee the development (by Planning/Intelligence Chief) and execution (by Operations 

Chief) of the Incident Action Plan.  



 
Elk Grove Water District – Emergency Response Plan Appendix B 

EOC Position 

Checklists 

B-4 

 
 

 

 Conduct regularly scheduled IMT briefings about operational status. Identify and post 
types of outgoing information requiring the Directors approval. Update this information as 
needed.  

 Stay apprised of disaster response/recovery efforts of the City of Elk Grove. 
 Approve requests for all mutual aid resources, EOC operational expenditures, and make 

all policy decisions.  
 Complete EOC Change of Shift Briefing Form to brief relief person at time of shift change.  
 Follow established check-out procedures when leaving the EOC.  

DEACTIVATION  

 Authorize deactivation of EOC Sections and Units when they are no longer required.  
 Ensure coordination of continuing activities such as release of Public Information bulletins 

until no longer necessary.  
 As EOC Sections and Units deactivate, direct personnel to turn all information logs, 

records and forms in to the Planning / Intelligence Chief for retention by the 
Documentation Unit.  

 Direct the preparation of the After Action Report.  
 Be prepared to provide input to the After Action Report.  
 Ensure that any open actions not yet completed will be addressed following deactivation.  
 Ensure that all required documentation i.e. IMT rosters, damage assessment report forms, 

EOC message forms, radio communication reports, etc., are completed and submitted to 
the Plans Section, Documentation Unit.  

 Notify City of Elk Grove EOC, EGWD client agencies, and appropriate outside agencies of 
planned time for deactivation.  
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SAFETY AND SECURITY OFFICER  

MANAGEMENT FUNCTIONAL CHECKLIST  

 Assess and anticipate hazardous or unsafe conditions and recommend measures for 
assuring personnel safety.  

 Ensure all personnel follow and demonstrate appropriate safety precautions during an 
emergency.  

 Coordinates job duties with the Incident Manager.  
 Provide continuous security for EOC facility and grounds.  
 Control personnel access to and from EOC site. 

REPORTS TO  

Incident Manager  

START UP ACTIONS  

 Check in upon arrival at the EOC.  
 Put on identification vest.  
 Obtain briefing from Incident Manager.  
 Review functional responsibilities below.  

OPERATIONAL DUTIES  

 Open and maintain an activities log.  
 Ensure that facilities supporting EOC operations have healthy and safe operating 

conditions.  
 Identify and mitigate safety hazards and situations of potential EGWD liability.  
 Develop and review on-site safety plans.  
 Maintain site security by securing the EOC perimeter and monitoring the ingress and 

egress of staff.  
 Work with Incident Manager to determine what the security requirements are related to a 

specific hazardous situation and take appropriate action as needed.  
 Review the EOC Incident Action Plan for safety implications and provides safety 

messages in the EOC Incident Action Plan.  
 Exercise authority to stop or prevent unsafe acts or conditions. Alert staff on safety 

measures within their work area.  
 Provide access control to specific areas as directed.  
 Coordinate and supervise vehicle parking and traffic control at EOC site. 
 Investigates accidents that have occurred within the incident area or at EGWD 

sites/facilities supporting response operations.  
 With authority from Incident Manager, be prepared to move the security location(s) as the 

EOC operation may dictate.  
 Take lead in assisting with an authorized evacuation from the EOC site if necessary.  
 Work closely with Incident Manager in performance of duties.  
 Participate in briefings held by the Incident Manager.  
 Follow established check-out procedures when leaving the EOC.  
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DEACTIVATION  

 Assist the Incident Manager in the deactivation of the EOC.  
 Ensure that safe procedures are followed by IMT in the shutting down of operations.  
 Keep the Incident Manager informed of any conditions needing follow-up.  
 Close out activities log and turn in to Planning / Intelligence Chief.  
 Be prepared to provide input to the After Action Report.  
 Ensure that any open actions not yet completed will be addressed following deactivation.  
 Ensure that all required documentation i.e. IMT rosters, damage assessment report forms, 

EOC message forms, radio communication reports, etc., are completed and submitted to the 
Plans Section, Documentation Unit.  

 Ensure that the deactivation of the EOC is conducted in a safe manner.  
 Assist the Incident Manager in re-establishing the EOC layout to its pre-activation condition.  
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PUBLIC INFORMATION OFFICER  

MANAGEMENT FUNCTIONAL CHECKLIST  

Provide assistance and coordination to EGWD client agencies on water related media releases and 
serve as the dissemination point for all public information released from the EGWD EOC to the 
affected area(s) throughout the operational period.  

REPORTS TO  

Incident Manager  

START UP ACTIONS  

 Check in upon arrival at the EOC.  
 Put on identification vest.  
 Obtain briefing from the Incident Manager.  
 Review functional responsibilities below.  

OPERATIONAL DUTIES  

 Open and maintain an activities log.  
 Coordinate efforts with Incident Manager regarding information available and appropriate for 

release under initial conditions.  
 Maintain a relationship with the media representatives and hold periodic press conferences as 

required.  
 Maintain contact with Planning/Intelligence Chief on areas/conditions of special interest for 

public information action. Coordinate efforts with Water Quality Engineer on distribution of 
possible Boil Water Notices.  

 Ensure that all outgoing public information is approved by the Incident Manager. 
 Ensure that all outgoing information is consistent, accurate, and timely, and is forwarded to all 

appropriate agencies.  
 In the event that a JIC is established, act as EGWD representative to the JIC.  
 Contact affected EGWD client agencies to offer assistance in coordinating their public 

information efforts. In doing so, emphasize the need to keep the EGWD EOC PIO function 
informed of their agency public information efforts.  

 Maintain contact with and provide information updates regarding the media and water agency 
response activities to the City of Elk Grove EOC, and other appropriate agencies.  

 Participate in briefings held by the Incident Manager.  
 Complete EOC Change of Shift Briefing Form to brief the relief person at time of shift change.  
 Follow established check-out procedures when leaving the EOC.  

DEACTIVATION  

 Deactivate the PIO function when authorized by the Incident Manager.  
 Ensure that any follow-up activities are identified for completion.  
 Advise all appropriate contacts of plans to deactivate the function.  
 Close out activities log and turn in to Planning / Intelligence Chief.  
 Be prepared to provide input to the After Action Report.  
 Ensure that any open actions not yet completed will be addressed following deactivation.  
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 Ensure that all required documentation i.e. IMT rosters, damage assessment report forms, 
EOC message forms, radio communication reports, etc., are completed and submitted to the 
Plans Section. 
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OPERATIONS SECTION CHIEF  

OPERATIONS FUNCTIONAL CHECKLIST  

 Manage Operations Section.  
 Implement the EOC Incident Action Plan.  
 Develop and coordinate planning efforts for allocating and wheeling water throughout the 

jurisdiction based on damage assessment reports from water agencies.  

REPORTS TO  

Incident Manager  

START UP ACTIONS  

 Check in upon arrival at the EOC.  
 Put on identification vest.  
 Obtain briefing from Incident Manager.  
 Review functional responsibilities below.  

OPERATIONAL DUTIES  

 Open and maintain the activities log. 
 Participate in the development of the EOC Incident Action Plan. 
 Supervise Operations Section in accordance with the EOC Incident Action Plan.  
 Review incoming damage assessment reports with the Incident Manager to determine the 

functional capability of the water supply and system.  
 Activate existing agreements for allocation and conservation measures as deemed 

appropriate.  
 Develop and set in place alternate routes for “wheeling” water around damaged areas.  
 Maintain close communication with Planning / Intelligence Chief for continual updates of 

changing conditions which could affect previous actions taken.  
 Brief Incident Manager regularly on actions taken and operational status.  
 Monitor incident activities and recommends EOC Incident Action Plan changes, as needed.  
 Participate in briefings held by the Incident Manager.  
 Arrange for crisis counseling for emergency responders, as needed.  
 Once completed by the Plans Chief, execute the EOC Action Plan.  
 Follow established check-out procedures when leaving the EOC.  

DEACTIVATION  

 Deactivate the Operation Section when authorized by the Incident Manager.  
 Ensure that any follow-up activities are identified for completion.  
 Close out activities log and turn in to Planning / Intelligence Chief.  
 Be prepared to provide input to the After Action Report.  
 Ensure that any open actions not yet completed will be addressed following deactivation.  
 Ensure that all required documentation i.e. IMT rosters, damage assessment report forms, 

EOC message forms, radio communication reports, etc., are completed and submitted to the 
Plans Section. 

 Complete and submit Section Log.  
 Deactivate the Operations Section and release staff, as the situation allows.  
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PLANNING/INTELLIGENCE CHIEF  

PLANNING AND INTELLIGENCE FUNCTIONAL CHECKLIST  

Responsible for collecting, evaluating, and disseminating incoming information; developing the 
EGWD EOC Action Plan in coordination with other functions; and maintaining documentation of the 
overall operation.  

REPORTS TO  

Incident Manager  

START UP ACTIONS  

 Check in upon arrival at the EOC.  
 Put on identification vest.  
 Obtain briefing from Incident Manager.  
 Review functional responsibilities below.  
 Ensure that EOC Map displays, charts, supplies and other needed materials are in place and 

ready for use.  
 Initially, utilize available EOC staff as appropriate to assist with tasks until additional Section 

staff arrives to take over.  

OPERATIONAL DUTIES  

 Exercise overall responsibility for the coordination of branch/group/unit activities within the 
Section.  

 Open and maintain a master message log to track EOC message flow within the EOC. 
Establish formal shift and staffing schedules  

 As soon as possible develop the EOC Incident Action Plan (with the Incident Manager and 
Management Staff) for the projected operational period.  

 Use available EOC Action Planning forms, to identify and document EOC priorities and actions 
which need to be performed, and establish a reasonable time frame for accomplishing those 
actions. Include objectives, tasks, and staff assignments.  

 Upon completion of the EOC Action Plan, route to Operations Section Chief who will, upon 
approval of the Incident Manager, execute the plan and distribute copies to EOC Section 
Chiefs. Be prepared to adjust the Action Plan as needed to the changing requirements of the 
operation.  

 Evaluate all incoming damage assessment reports for accuracy. Post critical information on 
EOC status boards for evaluation and planning purposes. Continue to record messages on the 
master message log as they are received.  

 Ensure that copies of EOC message forms are routed to the appropriate Section(s) for 
information / action.  

 Collect and reports damage assessment information.  
 Maintain a system for tracking the current location and status of all assigned resources. 
 Maintain a master list of all resources committed to incident operations. 
 Maintain accurate records of all resources used in an incident.  
 Brief the EOC on the situation and status of resources.  
 Document all response activities and maintains a master log.  
 Plot activities on status boards and maps.  
 Ensure all recorded information is being captured for documentation.  
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 Be pro-active in providing timely situation and resource status reports to Incident Manager, 
PIO and Section Chiefs.  

 Coordinate with all Sections / Units in maintaining activity logs throughout the EOC operational 
period.  

 Participate in briefings held by the Incident Manager.  
 Follow established check-out procedures when leaving the EOC.  

DEACTIVATION  

 Upon authorization by Incident Manager, deactivate appropriate Units within the Planning 
Section once they are no longer required.  

 Ensure that any follow-up activities are identified and appropriate Section staff assigned to 
complete them.  

 Coordinate with all EOC Sections / Units to close out and retrieve their activity logs.  
 Provide lead coordination for preparing the After Action Report.  
 Ensure that any open actions not yet completed will be addressed following deactivation.  
 Ensure that all required documentation i.e. IMT rosters, damage assessment report forms, 

EOC message forms, radio communication reports, etc., are completed and submitted to the 
Plans Section.  

 Notify all contacts regarding the time of scheduled EOC deactivation.  
 Retrieve all EOC message forms and other documentation completed during the EOC 

operational period(s).  
 Retrieve all Function Activity Logs and records.  
 Turn over all EOC operational records to the EOC Manager.  
 Complete and submit Section Log.  
 Deactivate their sections and release staff, as the situation allows.  
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LOGISTICS CHIEF  

LOGISTICS FUNCTIONAL CHECKLIST  

Manage all mutual aid requests made by EGWD client agencies and provide logistical support to 
the EGWD EOC operations.  

REPORTS TO  

Incident Manager  

START UP ACTIONS  

 Check in upon arrival at the EOC.  
 Put on identification vest.  
 Obtain briefing from Incident Manager.  
 Review functional responsibilities below.  

OPERATIONAL DUTIES  

 Open and maintain an activities log.  
 Participates in development of the EOC Incident Action Plan.  
 Review EOC Incident Action Plan and estimate section needs for the next operational period.  
 Inventory and manage all EOC on-site supplies/equipment to ensure needed resources e.g. 

food, water, generator fuel, etc. are available to support extended operations.  
 Ensure that primary or alternate EOC is properly equipped with phone and internet 

connections, maps, food, water, etc.  
 Identify any additional resources needed and make arrangements to obtain them as soon as 

possible.  
 Upon authorization of the Incident Manager, coordinate efforts with Finance/Admin. Chief for 

purchase of food, equipment and supplies, to sustain EOC operations. 
 Coordinate all requests for mutual aid through the Planning/Intelligence Chief.  
 Activate existing Mutual Aid Agreements to ensure a priority response to anticipated requests.  
 Identify and coordinate the participation of area contractors, equipment, facilities, and supply 

vendors (pre-identified if possible) in supporting the needs of the operation.  
 Maintain, restore, establish, and/or coordinate emergency repairs for utilities. 
 Utilize and maintain a Mutual Aid Resource Directory.  
 Participate in briefings held by the Incident Manager.  
 Arrange for relocation of IMT members to the alternate EOC if necessary. 
 Advise Section personnel of a transition to alternate EOC if necessary.  
 Follow established check-out procedures when leaving the EOC.  

DEACTIVATION  

 Deactivate the Logistics Section when authorized by the Incident Manager.  
 Ensure that any follow-up activities e.g. contract vendor commitments, communications with 

various water agencies, etc., are identified for completion.  
 Advise all appropriate contacts of plans to deactivate the Section.  
 Close out activities log and turn in to the Planning / Intelligence Chief.  
 Provide input to the After Action Report.  
 Ensure that any open actions not yet completed will be addressed following deactivation.  
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 Ensure that all required documentation i.e. IMT rosters, damage assessment report forms, 
EOC message forms, radio communication reports, etc., are completed and submitted to the 
Plans Section.  

 Complete and submit Section Log.  
 Deactivate their sections and release staff, as the situation allows.  
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FINANCE/ADMINISTRATION CHIEF  

FINANCE/ADMINISTRATION FUNCTION CHECKLIST  

Manage all EGWD EOC related financial aspects of the disaster operation. This includes 
maintaining records on personnel and equipment time; for providing payments to vendors for 
supplies and equipment usage; and for determining the cost considerations or various alternative 
strategies associated with incident planning.  

REPORTS TO  

Incident Manager  

START UP ACTIONS  

 Check in upon arrival at the EOC. 
 Put on identification vest. 
 Obtain briefing from the Incident Manager. 
 Review functional responsibilities below.  

OPERATIONAL DUTIES  

 Open and maintain an activities log. 
 Provide all cost analysis activity associated with EOC and incident operations. 
 Obtain and records all cost data for the emergency. 
 Activate and maintains the disaster accounting system. 
 Coordinate documentation of costs with other sections and departments.  
 Act as liaison with disaster assistance agencies and coordinates the recovery of costs as 

allowed by law.  
 Maintain accurate time records of all personnel utilized in the incident through use of 

Emergency Responder Timecards, sign-in chart, and activity logs.  
 Log excess hours worked and overtime.  
 Ensure the proper identification of all equipment and personnel requiring payment.  
 Ensure that employee pay rates and all contact information is available on the shared “O” 

drive. 
 Consider the need for manual checks for payroll and any necessary modifications to the pay 

schedule. 
 File and process any worker compensation claims, taking into consideration HR laws and 

policies.  
 Upon authorization by the Incident Manager, administer the dispersal of petty cash for food 

and/or special equipment purchases as appropriate, following established petty cash 
procedures.  

 Track response and recovery costs.  
 Process any travel requests, purchase orders, forms, receipts, and other financial 

documentation.  
 Recommend financial policies to Policy Group and carries out agreed upon policies.  
 Manage all EGWD EOC related financial aspects of the disaster. Upon authorization by the 

Incident Manager, administer the dispersal of petty cash for food and/or special equipment 
purchases as appropriate, following established EOC petty cash procedures.  

 Coordinate with Incident Manager, Planning / Intelligence Chief and Logistics Chief as 
needed, to ensure that all obligation documents initiated during and after the EOC operational 
period are properly prepared and completed.  
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 Provide guidance to the Incident Manager and staff on Finance / Administrative matters.  
 Participate in all briefings held by the Incident Manager.  
 Determine major sites and/or locations of eligible emergency response expenses.  
 Notify the City of Elk Grove that EGWD has eligible expenses and is interested in disaster 

assistance.  
 Manage the financial claims process  
 Handle audits 
 As directed, and at the end of each 24-hour period, sum all expenses and costs for the 

emergency. Include labor and equipment charges as well as purchases and contracts.  
 Follow established check-out procedures when leaving the EOC.  

DEACTIVATION  

 Deactivate the Finance / Administration Section when authorized by the Incident Manager.  
 Ensure that all financial documents are received from appropriate EOC Sections.  
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Sample EOC/Incident Action Plan 

 
DISASTER NAME: El Nino 2015 

 
CURRENT OPERATIONAL PERIOD: 

 

PLAN REVIEWED BY: 
(Enter Date and Time)   

  Planning/Intelligence Chief: Cauley 

From:  2/3/2015     Hrs: 0800  PLAN APPROVED BY: 

To: 2/4/2015  
Incident Manager:     Kaiser 

 
MAJOR INCIDENTS/EVENTS IN PROGRESS: Eleven inches of rain fell in the last 
three days saturating the ground. Rain has become immediate runoff and created local 
flooding conditions and flash flood warnings. High wind and heavy rain forecasts 

predicted by the National Weather Service to continue over next 72 hours. Seven more 
inches are expected to fall. 
 

1. High winds, falling trees creating unsafe employee conditions. Three reservoir sites 
with tall eucalyptus. Need decision on cutting down trees. 

2. Landslide on water utility property above elementary school. Eaton reservoir 
above Miles Elementary. Need decision on what to broadcast to media and how to 
coordinate response with the school district. 

3. Total of 22 independent landslides; four affecting 12 inch service mains. See 

attached landslide chart for each location. Prioritize decision on which landslide to 
respond to, and provide direction on alternative water source, if peril increases on 
service main. 

4. High tides will impact levees supporting the aqueduct; if levee fails entire water 

source will flood. Bates Slough and Rankin-Kaiser Tract. Coordinate activity with 
US Bureau of Reclamation; locate additional sand and sandbags, and crews to 
assist with sandbagging operations. 

 
Overall EOC Objectives: 
 

1. Protect and save lives 

2. Protect and save the environment 

3. Preserve water service 

 

  



 

DISASTER NAME: El Nino 2015 

 

CURRENT OPERATIONAL PERIOD: 
 
PLAN REVIEWED BY: 

(Enter Date and Time)   

  Planning/Intelligence Chief: Cauley 

From:  2/3/2015  Hrs: 0800  PLAN APPROVED BY: 

To: 2/4/2015  
Incident Manager:  Kaiser 

Management Objectives: 
1. Ensure employee and public safety. 
2. Notify Board of Directors of conditions. 
3. Consult legal staff on declaration of an emergency. 
4. Inform media of potential harm and what is being done to respond. 
5. Notify DHS of potential aqueduct failure and water supply contamination. 

Operations Objectives: 
1. Post warnings to avoid facilities with tall trees. Cut eucalyptus trees that 

are endangering people or facilities. 
2. Monitor landslide above Miles Elementary and position front loaders in 

area. Identify emergency crews for night shift. 
3. Identify sandbagging crews. Conduct expedient training with DWR materials. 
4. Locate above ground water hoses for emergency main bypass. 

Logistics Objectives: 
1. Locate emergency food and water for employees. 
2. Identify additional staff (other than field crews) that can be available to 

perform emergency work. 
3. Locate sand, bags, and equipment for sandbagging. 
4. Activate emergency contracts with vendors as needed. 
5. Locate night lighting equipment for levee landslide watch. 

Planning/Intelligence Objectives: 
1. Monitor weather reports. 
2. Monitor reports on landslides. 
3. Track information on situation status board and on map. 
4. Track availability of resources. 

 

Attachments: 

List of Landslides Flood Plain Map 

Plot map of landslides Organizational Chart 



 
Elk Grove Water District – Emergency Response Plan Appendix C 

EOC/Incident Action 

Planning Forms 

C-5 

 
 

SAMPLE EGWD EOC/ INCIDENT ACTION PLAN FORM 

 
DISASTER NAME: 

 
CURRENT OPERATIONAL PERIOD: 
(Enter Date and Time) 

From: Hrs: 

To: 

 
PLAN REVIEWED BY: 
 

 
PLAN APPROVED BY: 

 
MAJOR INCIDENTS/EVENTS IN PROGRESS: 
(Refer to current Situation Report) 
 

Situation: Location: EOC Support Requested: 
(Type of Incident or Event) (Operational Area, City, Landmark) (Yes or No) 

 
1. 

  

 
2. 

  

 
3. 

  

 
4. 

  

 
5. 

  

 
6. 

  

 
7. 

  

 
8. 

  

Overall EOC Objectives: 
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DISASTER NAME: 

 
CURRENT OPERATIONAL PERIOD: 
(Enter Date and Time) 

From: Hrs: 

To: 

 
PLAN REVIEWED BY: 
 

 
PLAN APPROVED BY: 

Management Objectives: 
 
 
 
 
 

Operations Objectives: 
 
 
 
 
 

Logistics Objectives: 
 
 
 
 
 

Planning/Intelligence Objectives: 
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DISASTER NAME: 

 
CURRENT OPERATIONAL PERIOD: 
(Enter Date and Time) 

From: Hrs: 

To: 

 
PLAN REVIEWED BY: 
 

 
PLAN APPROVED BY: 

Finance/Administration Objectives: 
 
 
 
 

State Agency Liaison in the EOC: 
 
Agency: SEMS Functional Assignment: 

Current Organization Roster: 
Emergency Operations 
Director: 

Primary: Alternate: 
Public Information: 

Primary: Alternate: 
Liaison Officer: 

Primary: Alternate: 
Safety Officer: 

Primary: Alternate: 
Operations Chief: 

Primary: Alternate: 
Planning/Intelligence Chief: 

Primary: Alternate: 
Logistics: 

Primary: Alternate: 
Finance/Administration: 

Primary: Alternate: 

 

Attachments: 
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Internal Contact List 
 

Key Staff and title/ 

Disaster Role Responsibilities during an emergency Contact numbers 

Mark Madison, PE 

General Manager / EGWD 

Incident Manager 

 Overall management and decision making for the water 

system. 

 Lead for managing the emergency and contacting the 

regulatory agencies. 

 Initiates or approves initial contacts with media and other 

affected or supporting agencies 

 Approves communications to external parties  

(916) 585-9380  

Bruce Kamilos, PE 

Associate Civil Engineer/ 

Liaison Officer, Planning 

and Intelligence 

 Alternate Incident Manager 

 Assists the Incident Manager by serving as the POC for 

representatives from assisting response organizations  

 Briefs response organizations on current situation and 

answers their questions  

 Collects, evaluates, and disseminates incident information  

 Prepares reports and maintains the status of resources  

 Prepares the IAP 

 Collects documentation  

(916) 585-9385  

Jose Carrillo 

Water Distribution 

Foreman/ Operations 

 In charge of operating the water system. 

 Performs inspections, maintenance, and sampling of the 

system, and relays critical information to the EGWD Incident 

Manager. 

 Assesses facilities, and provides recommendations to the 

EGWD Incident Manager. 

(916) 687-3155 ext. 

107 

Richard Salas 

Water Distribution 

Foreman/ Operations  

 In charge of running water treatment plant. 

 Performs inspections, maintenance, and sampling of the 

water treatment plant (WTP) and relays critical information to 

the EGWD Incident Manager. 

 Assesses WTP facilities and treatment provided and 

provides recommendations to the EGWD Incident Manager. 

(916) 585-9388  

Steve Shaw 

Water Treatment Foreman/ 

Operations 

 In charge of collecting samples and having samples 

analyzed by certified labs, and receiving the results. 

 Determines that the quality of the water being served meets 

all drinking water and public health requirements. 

(916) 585-9386  

Ellen Carlson 

Management Analyst/ 

Safety and Security Officer/ 

PIO 

 Responsible for overall administrative functions in the office. 

 Receives customer phone calls and maintains a log of 

complaints and calls. 

 In an emergency, could provide a standard, carefully pre-

scripted message for customers who call with general 

questions. 

 Coordinates with all the other agencies PIOs. 

 Reports and works with the Joint Information Center if more 

than one agency is involved. 

(916) 585-9384  
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Key Staff and title/ 

Disaster Role Responsibilities during an emergency Contact numbers 

Stefani Phillips  

Human Resources 

Specialist / PIO Alternate / 

Safety Security Officer 

Alternate 

 Delivers water quality notices or door hangers 

 Provides backup to the water system operator. 

 Conducts site inspections of all facilities. 

 Communicates with Board of directors during an ERP 

activation.  

 Prior to emergencies, scans and preserves all personnel 

records 

 Prior to an emergencies, ensures that employee pay rates 

and all contact information are available on the shared O 

drive 

(916) 585-9382 

Ann Siprelle 

Legal Advisor 
 Provide advice on technical matters involving issues such as 

contracting, media access, public notices, and advisories 

(916) 551-2834  

Jim Malberg 

Finance Manager / 

Logistics 

 Coordinates the acquisition and deployment/use of facilities, 

services, personnel, equipment, and materials required for 

incident response 

 Maintains an emergency contractor’s list. 

 Obtain paper checks from the bank.  

(916) 585-9381 

Donella Murillo 

Finance Supervisor / 

Finance and Administration 

 Records personnel time, maintains vendor contracts, 

administers compensation and claims, and conducts overall 

cost analysis  

 Tracks and pays invoices 

 Gathers and maintains damage assessment information  

 Responsible for recordkeeping in support of claims for state 

and federal disaster assistance programs 

(916) 585-9383 
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External Contact List 

Organization Name Contact numbers 

Police Elk Grove Police Department 
Captain Bryan Noblett 

Call - 911 
(916) 478-8004 [Office] 

Fire and HAZMAT Cosumnes Community Services District 
Battalion Chief Kris Hubbard 

Call – 911 
(916) 405-7121 [Office] 

SWRCB District Engineer 
(DE) 

Ali Rezvani 
1616 Capitol Ave. 
Sacramento, CA 95899 
If the “DE” cannot be reached, call the CA Warning Center’s 
24/7 phone number and ask for the SWRCB Duty Officer. A 
SWRCB manger will be contacted and call the water system 

(916) 445-5285 [Office] 
 
 
 
(800) 852-7550 [24/7] 

FBI Regional Office Sacramento Regional FBI Office (916) 481-9110 [24/7] 

Sacramento County Public 
Health  

Cheryl Hawkins 
Hawkins@saccounty.net 

(916) 875-8429 [Office] 
(916) 591-2638 [Cell] 
 

Sacramento County 
Environmental 
Management Department 

Environmental Health Department 
10590 Armstrong Avenue  
Mather, CA 95655-4153 

(916) 875-8484 [Office] 

County OES Sac OES Duty Officer (916) 875-6900 [24/7] 

Cal OES (California 
Governor’s Office of 
Emergency Services) 

Warning Center 
(Ask for SWRCB Duty Officer-Drinking Water Program.) 

(800) 852-7550 [24/7] 
(916) 845-8911 [24/7] 

Regional Water Quality 
Control Board (RWQCB) 

Central Valley RWQCB (916) 464-3291 [24/7] 

Sacramento County Water 
Agency 

Dave Underwood (916) 875-6947 

Emergency Number (916) 875-RAIN 

California Department of 
Fish and Wildlife 

Cal-Tip Line is answered 24/7, and callers will be directed to 
the appropriate responder. 

(888) 334-2258 [24/7] 

Water Quality Laboratory BSK Labs (916) 835-9293 [24/7] 

 

  

mailto:Hawkins@saccounty.net
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Emergency Phone Tree 
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Water  

Water Utility Damage Report Worksheet 

 

Water Utility:  Date/Time:  

  

General Manager:  Phone Number:  

  

Contact Person:  Phone Number:  

  

Fax Number:  Field Office Phone No.:  

  

City or Area Served:  Population:  

  

Number of Service Connections:  Percent of System Damaged:  

  

Approximate Number of People Without Water:  

  

Emergency Staging Area:  

  

 

Primary Water System Damage 

 Check Appropriate Damage Categories 
Facility None Minor Major Severe or Out of 

Service Supply     

Transmission     

Storage     

Pumping Stations     

Distribution System     

Treatment Systems     

Headquarters/Field Office     

Other     
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Types and Description of Problems (prioritize problems beginning with most severe):  

  

_______________________________________________________________________ 

_______________________________________________________________________ 
 

Location of Outage (pressure zone):  
    

Duration of Outage:  

   

 

 

 

Resources Requested (note: immediate or delayed need): 

Material:  
    

Equipment:
   

Personnel:  
    

Other Emergency Coordination Needs (Law Enforcement, Fire, Health, etc.):  
   

 

 

 

Potable Water Needs:     Form Completed By: _________________________ 
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Damage Report to External Agencies Worksheet 

Damage Report to External Agencies 

 
Date: _____________________________               Time: ________________________________ 
 
Plant/Facility Name: _____________________________________________________________ 
 
Location: ______________________________       Gradient: _____________________________ 
 
Person Making Report: ___________________________________________________________ 

Distribution of Report: 
Primary _______________________________      Copy _________________________________ 
 

1. Power:    Yes  □              No  □ 
 

If No, Internal (ours)  □         External (power company)  □ 

Note: If power is off, turn off main breaker 
 

2. Electrical Panel Damage:  Yes  □             No  □             
 
Describe damage: _______________________________________________________________ 
 

Main circuit breaker tripped:   Yes  □            No  □                               

 
Number of sub-breakers tripped: __________      List units: _____________________________ 
 

3. Wells out of service (other than power problem) : 

No: ____________      Total GPM: ________                   Reason:  Motor  □       Pump  □              

Well #s/Names: ________________________________________________________________ 
 

4. Pumps out of service (other than power problem): 

No: ______________  Total GPM: ________  Reason:  Motor  □       Pump  □              

Inlet Piping  □                       Outlet Piping  □              Regulator list units: ____________________  

 

5. Interconnections out of service (other than power problem): 

No: ______________ Total CFS: _________    Reason:  Motor  □       Pump  □              

Inlet Piping  □                       Outlet Piping  □              
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6. Available useable storage:  
 
Elevated amount: ______________________     Other: ________________________________ 
 

7. Lost storage: 

Elevated amount: ______________________     Other: ________________________________ 
 
List facilities and damage: _________________________________________________________ 
 
_______________________________________________________________________________ 
 
 

8. Treatment facilities operational:   Yes  □         No  □         
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Damage Assessment Form 

INITIAL DAMAGE ASSESSMENT 

 

DATE PAGE   OF 

SITE  ID LOCATION (Use map location, address, etc.) 

 

DESCRIPTION OF DAMAGE 

 

 

 

 

 

IMPACT 

 

COST 

ESTIMATE 

SITE  ID LOCATION (Use map location, address, etc.) 

 

DESCRIPTION OF DAMAGE 

 

 

 

 

 

IMPACT 

 

COST 

ESTIMATE 
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SITE  ID LOCATION (Use map location, address, etc.) 

 

 

DESCRIPTION OF DAMAGE 

 

 

 

 

 

 

 

IMPACT 

 

COST 

ESTIMATE 

NAME OF INSPECTOR 

 

 

 

DEPARTMENT PHONE 
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California Water/Wastewater Agency Response Network 
(CalWARN) 

2007 Omnibus Mutual Assistance Agreement 

 

WHEREAS, the California Office of Emergency Services (OES), the Department of  Water 
Resources (DWR), the Department of Public Health (DPH) and the California Utilities 
Emergency Association (CUEA) have expressed a mutual interest in the establishment of 
a plan to facilitate and encourage water agency mutual assistance agreements between 
water agencies; and 

 

WHEREAS, the California Water Agency Response Network (CalWARN) was originally created 
to provide a forum for the development of mutual assistance agreements between water 
agencies in the OES Coastal Region of California; and later expanded to all water and 
wastewater agencies in the State of California, and 

 

WHEREAS, the CALIFORNIA WATER/WASTEWATER AGENCY RESPONSE NETWORK 
(CalWARN) 2007 OMNIBUS MUTUAL ASSISTANCE AGREEMENT is a continuation of the 
WARN 1996 OMNIBUS MUTUAL AID and 2001 OMNIBUS MUTUAL AID AGREEMENT and 
sets forth the mutual covenants and agreements for water and wastewater agencies to provide 
mutual assistance to one another in times of emergency; and 

 

WHEREAS, State OES regulates the SEMS program, and this agreement is consistent 
with SEMS, and that it is necessary to have a mutual assistance agreement in place to 
support requests to FEMA for costs of using assistance during an emergency, and 

 

WHEREAS, the water or wastewater agency hereto has determined that it would be in its best 
interests to enter into an agreement that implements that plan and sets forth procedures and the 
responsibilities of the agency whenever emergency personnel, equipment and facility 
assistance are provided from one agency to the other; and 

 

WHEREAS, no water or wastewater agency should be in a position of unreasonably using its 
own resources, facilities, or services providing such mutual assistance; and 

 

WHEREAS, it is the intent of WARN to revise this agreement as necessary and to annually 
publish a list of all water and wastewater agencies participating in this agreement, as posted on 
www.calwarn .org; and 
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WHEREAS, such an agreement is in accord with the California Emergency Services Act set 

forth in Title 2, Division 1, Chapter 7 (Section 8550 et seq.) of the Government Code and 

specifically with Articles 14 and 17 (Section 8630 et seq.) of the Act. 

 

Now, THEREFORE, in consideration of the conditions and covenants contained therein, the 

 

 

(Utility) 

agrees to become a party to the CalWARN 2007 Omnibus Mutual Assistance Agreement. 

 

Date:  

By: 

Title: 
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Written Threat Report Form 

INSTRUCTIONS 

The purpose of this form is to summarize significant information from a written threat received by a drinking 
water utility. This form should be completed by the EGWD Incident Manager or an individual designated by 
Incident Command to evaluate the written threat. The summary information provided in this form is intended 
to support the threat evaluation process; however, the completed form is not a substitute for the complete 
written threat, which may contain additional, significant details. 

The written threat itself (e.g., the note, letter, e-mail message, etc.) may be considered evidence and thus 
should be minimally handled (or not handled at all); it should be placed into a clean plastic bag to preserve 
any forensic evidence. 

Remember, tampering with a drinking water system is a crime under the Safe Drinking Water Act 
(SDWA) Amendments! 

SAFETY 

A suspicious letter or package could pose a threat in and of itself, so caution should be exercised if such 
packages are received. The U.S. Postal Service has issued guidance for dealing with suspicious packages 
(http://www.usps.com/news/2001/press/pr01_1022gsa.htm). 

THREAT NOTIFICATION 

Name of person receiving the written threat: 
________________________________________________ 

Person(s) to whom the threat was addressed: 
_______________________________________________ 

Date threat was received:  Time threat was received: 
____________________________ 

How was the written threat received? 

  U.S. Postal Service    Delivery service   Courier  

  Fax    E-mail   Hand delivered 

  Other            
  

If mailed, is the return address listed?   Yes   No 

              

If mailed, what is the date and location of the postmark?       
  

If delivered, what was the service used (list any tracking numbers)?        

If faxed, what is the number of the sending fax machine?        

If e-mailed, what is the e-mail address of the sender?         

http://www.usps.com/news/2001/press/pr01_1022gsa.htm
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If hand-delivered, who delivered the message?         
  

DETAILS OF THREAT 

Has the water already been contaminated?    Yes   No 

Are the date and time of the contaminant introduction known?   Yes   No 

Date and time if known:       

Location of contaminant introduction known?    Yes   No 

Site Name:             

Type of facility 

  Source water  Treatment plant  Pump station  

  Ground storage tank  Elevated storage tank  Finished water reservoir 

  Distribution main  Hydrant  Service connection  

  Other      

Address:        

        

Additional site information:           

             

Is the name or type of contaminant known?    Yes   No 

Type of contaminant 

 Chemical  Biological  Radiological  

Specific contaminant name/description:        

        

Is the mode of contaminant introduction known?    Yes   No 

Method of addition:    Single dose   Over time   Other      

Amount of material:            

Additional information:            
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Is the motive for contamination known?    Yes   No 

  Retaliation/revenge  Political cause  Religious doctrine  

  Other      

Describe motivation:        

        

NOTE CHARACTERISITCS 

Perpetrator Information: 

Stated name:       

Affiliation:       

Phone number:       

Location/address:       

Condition of paper/envelop: 

  Marked personal   Marked confidential   Properly addressed  

  Neatly typed or written   Clean   Corrected or marked-up 

  Crumpled or wadded up   Soiled/stained   Torn/tattered 

  Other:        

How was the note prepared? 

  Handwritten in print  Handwritten in script   Computer typed 

  Machine typed  Spliced (e.g., from other typed material) 

  Other:         

If handwritten, does the writing look familiar?   Yes   No 

         

Language: 

  Clear English   Poor English 

  Another language:       

  Mixed languages:       

Writing Style 

  Educated   Proper grammar   Logical 

  Uneducated   Poor grammar/spelling   Incoherent 
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  Use of slang   Obscene 

  Other:         

Writing Tone 

  Clear   Direct   Sincere 

  Condescending   Accusatory   Angry  

  Agitated   Nervous   Irrational 

  Other:         

   

  



Elk Grove Water District – Emergency Response Plan Appendix I 

Reports 

and Forms 

I-7 

 

 

SIGNOFF 

Name of individual who received the threat: 

Print name      

Signature     Date/Time:    

Name of person completing the form (if different from the written threat recipient): 

Print name      

Signature _____________________________________________ Date/Time: _______________
   

Source: EPA Response Protocol Toolbox Module 2, Section 8.6 – Interim Final December 2003 
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IT Incident Response and Reporting Checklist 
 

Date_______________________________  Time____________________________ 

Status: 

 Site Under Attack    

 Past Incident    

 Repeated Incidents  

 Unresolved 

Contact Information: 

Name  

Title  

Utility  

Direct-dial phone  

E-mail  

Location / Site involved  

Street Address  

City  

State/ZIP  

1. What is the nature of the emergency?  (Check all that apply) 

 Denial of Service (DoS) attack 
 Unauthorized electronic monitoring 
 Network intrusion 
 Insider attack 
 Probe/scan 
 Malicious code (virus, Trojan horse, worm) 
 Website defacement 
 Other (explain) 

2. Is there just one, or more than one, incident involved simultaneously? ________________ 

3. Is this a single or multi-site incident?___________________________________________ 

4. What is the extent of penetration / infection?_____________________________________ 

________________________________________________________________________ 

5. Estimate the duration of the attack. ____________________________________________ 

6. What is the entry point of the incident (network, the phone line, etc.)? _________________ 
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________________________________________________________________________ 

7. What resources will be required to deal with this incident?  (A Computer Emergency 
Response Team with a forensic expert may be needed immediately to analyze a major 
incident; simply disconnecting the compromised equipment from the Internet for later analysis 
may be an insufficient response.) _______________________________________________ 

__________________________________________________________________________ 

__________________________________________________________________________ 

8. What is the source of the attack? _______________________________________________ 

__________________________________________________________________________ 

9. What is the target of the attack? ________________________________________________ 

__________________________________________________________________________ 

10. What is the impact of the attack? _______________________________________________ 

__________________________________________________________________________ 

11. Has there been a loss or compromise of business data? _____________________________ 

__________________________________________________________________________ 

12. What type of data has already been compromised or is at risk? ________________________ 

__________________________________________________________________________ 

13. How critical are these data? __________________________________________________ 

________________________________________________________________________ 

14. What is the effect on customers? (Customer sensitivity may be based on the intensity level 
of the intellectual property loss. The attack could vary from a case of a violation of privacy 
legislation to a serious theft of software property that could critically affect a customer’s 
enterprise-level business.) ___________________________________________________ 

________________________________________________________________________ 

15. Estimate system downtime ___________________________________________________ 

16. Document damage to systems. ________________________________________________ 

________________________________________________________________________ 

17. Estimate financial loss. ______________________________________________________ 

18. Has there been damage to the integrity or delivery of water or services? _______________ 

19. Describe the damage. ________________________________________________________ 

________________________________________________________________________ 

20. What other utility systems have been affected? ____________________________________ 

21. Mark the severity of the attack (include financial loss): 

 Low             Medium            High 

22. Did the attacker gain root, administrative, or system access? _________________________ 

________________________________________________________________________ 

23. How was the incident detected? 
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 Intrusion detection system or audit logs 
 External complaint 
 User report 
 Other 

24. What are the known symptoms? ______________________________________________ 

_______________________________________________________________________ 

25. What utility areas are affected? ________________________________________________ 

26. What systems are affected? 

Gather as much information as possible about the systems, including suspected systems. 
For example: 

 Operating system 
 Platform 
 Applications 
 IP addresses 
 Associated or suspected user IDs 

 Most recent changes applied 
 Other related items 

27. Are the backups of the potentially affected systems available (provide all of the information 
regarding online, on-site, or off-site backups)? ____________________________________ 

_________________________________________________________________________ 

See www.cert.org/tech_tips/intruder_detection_checklist.html for more information on 
detecting an intruder. 

http://www.cert.org/tech_tips/intruder_detection_checklist.html
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Maintaining Crime Scene Integrity* 

 

Security breaches and suspicious activity need to be evaluated to determine if the 
actions are a result of “normal” activity, such as a construction crew working in the 
area, or the result of activity that could result in an intentional threat to the safety or 
security of the facility and its operations.  

 As soon as you recognize that the threat is/was intentional and particularly 
if the actions of the threatening individuals are suspected to have been 
successful, you must notify facility management—Security Director (SD) 
Ellen Carlson / General Manager (GM) Mark Madison). 

 The SD/GM should immediately notify the local law enforcement agency 
responsible for criminal investigation at the facility as soon as they have 
verified a credible threat. 

 No personnel from the Elk Grove Water District (EGWD) should enter the 
area where any possible criminal activity might have occurred, so as not to 
disturb the area. All signs of inappropriate entrance to the facility and any 
physical activity of the suspects must be available for evaluation by law 
enforcement without any disturbance.  

 EGWD facility staff and/or law enforcement may collect water samples 
prior to the collection of physical evidence.  

 EGWD facility staff should collect samples outside of the boundaries of 
the suspected crime scene, if possible, to avoid concerns about the integrity 
of the crime scene.  

 The EGWD General Manager pre-designated BSK Labs, a qualified 
laboratory that can assist in analysis to ensure chain of evidence custody if 
the sample is suspected to contain intentionally contaminated water. Law 
enforcement may require the collection of an additional sample set to be 
analyzed by their designated lab. 

 EGWD facility staff should be aware of possible physical evidence of 
contamination that could include discarded PPE, equipment (such as 
pumps and hoses), or containers with residual material. Special care should 
be taken by facility personnel to avoid moving or disturbing any potential 
physical evidence. 

 EGWD facility staff should notify the SD/GM of any obvious physical 
evidence of contamination. 

 EGWD facility staff should not handle any physical evidence except at the 
direction of the appropriate law enforcement agency. 

 Any photographs or videos taken by EGWD staff should be reported to law 
enforcement for proper handling to ensure integrity of the evidence. 
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The EGWD SD/GM, if appropriate, should clearly designate the area of suspected 
criminal activity to ensure that facility personnel do not inadvertency enter the area 
and disturb evidence.  

The EGWD SD/GM may instruct security personnel to stand by and/or lock 
doors/gates, and/or string tape or rope to restrict entrance, as appropriate.  

The SD/GM should balance needs and concerns regarding both public health and 
possible criminal activity in their decisions to protect the crime scene. 

* Adapted from EPA Response Protocol Toolbox: Planning for and Responding to 
Drinking Water Contamination Threats and Incidents Module 3: Site 
Characterization and Sampling Guide Section 3.6. 
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Phone Threat Report Form 
INSTRUCTIONS 

This form is intended to be used by the utility staff who regularly answer phone calls from 
the public (e.g., call center operators). The purpose of this form is to help these staff 
capture as much information as they can from a threatening phone call while the caller is 
on the line. It is important that the operator keep the caller on the line as long as possible in 
order to collect additional information. Since this form will be used during the call, it is 
important that operators become familiar with the form’s content. The sections of the form 
are organized as follows: the information that should be collected during the call is at the 
front of the form (i.e., Basic Call Information and Details of Threat), and information that can 
be completed immediately following the call is at the end of the form (i.e., the description of 
the caller). The information collected on this form will be critical to the threat evaluation 

process. 

Remember, tampering with a drinking water system is a crime under the Safe 
Drinking Water Act (SDWA) Amendments. 

 

THREAT NOTIFICATION 

Name of person receiving the call:     

Date phone call received:     Time phone call received:    

Time phone call ended:   Duration of phone call:    

Originating number:   Originating name:    

If the number/name is not displayed on the caller ID, press *57 (or call trace) at the 
end of the call and inform law enforcement that the phone company may have 
trace information. 

Is the connection clear?      Yes    No 

Could call be from a wireless phone?    Yes   No 

DETAILS OF THREAT 

Has the water already been contaminated?    Yes   No 

Are the date and time of contaminant introduction known?    Yes   No 

Date and time if known:     

Is the location of contaminant introduction known?    Yes   No 

Site Name:            

Type of facility 

 Source water  Treatment plant  Pump station  

 Ground storage tank  Elevated storage tank  Finished water reservoir 
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  Distribution main  Hydrant  Service connection  

  Other     

Address:       

       

Additional site information:          

            

Is the name or type of contaminant known?    Yes   No 

Type of contaminant 

  Chemical  Biological  Radiological  

Specific contaminant name/description:       

       

Is the mode of contaminant introduction known?    Yes   No 

Method of addition:    Single dose   Over time   Other     

Amount of material:           

Additional information:          

            

Is the motive for contamination known?    Yes   No 

  Retaliation/revenge  Political cause  Religious doctrine  

  Other     

Describe motivation:       

CALLER INFORMATION 

Basic Information: 

Stated name:      

Affiliation:      

Phone number:      

Location/address:      

Caller’s Voice: 

Did the voice sound disguised or altered?    Yes   No 

Did the call sound like a recording?    Yes   No 
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Did the voice sound?    Male  /    Female   Young  /    Old 

Did the voice sound familiar?    Yes   No 

If “Yes,” who did it sound like?      

Did the caller have an accent?    Yes   No 

If “Yes, “ what nationality?      

How did the caller sound or speak? 

  Educated    Well spoken   Illiterate 

  Irrational    Obscene   Incoherent 

  Reading a script    Other        

What was the caller’s tone of voice? 

  Calm   Angry    Lisping    Stuttering/broken 

  Excited   Nervous   Sincere   Insincere 

  Slow    Rapid   Normal    Slurred   

  Soft   Loud    Nasal    Clearing throat 

  Laughing     Crying   Clear   Deep breathing 

  Deep    High   Raspy    Cracking   

  Other       

Were there any background noises coming from the caller’s end? 

  Silence 

  Voices  describe   

  Children  describe   

  Animals  describe   

  Factory sounds describe   

  Office sounds describe   

  Music  describe   

  Traffic/street sounds describe   

  Airplanes describe   

  Trains  describe   

  Ships or large boats  describe   
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  Other:     
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Public Health Information Report Form Instructions 

The purpose of this form is to summarize significant information about a public health 
episode that could be linked to contaminated water. This form should be completed by the 
EGWD Incident Manager or an individual designated by Incident Command. The 
information compiled in this form is intended to support the threat evaluation process. 

In the case of a threat warning due to a report from public health, it is likely that the public health 
agency will assume incident command during the investigation. The drinking water utility will likely 
play a support role during the investigation, specifically to help determine whether or not water is the 
cause. 

 

PUBLIC HEALTH NOTIFICATION 

Date and time of notification:     

Name of person who received the notification:    

Contact information for individual providing the notification 

Full Name:            

Title:             

Organization:            

Address:            

Day-time phone:           

Evening phone:           

Fax Number:            

E-mail address:           

Why is this person contacting the drinking water utility?     

     

Has the state or local public health agency been notified?    Yes   No 

If “No,” the appropriate public health official should be immediately notified. 

DESCRIPTION OF PUBLIC HEALTH EPISODE 

Nature of public health episode: 

  Unusual disease (mild)   Unusual disease (severe)   Death 

  Other:        

Symptoms: 

  Diarrhea    Vomiting/nausea    Flu-like symptoms 

  Fever   Headache    Breathing difficulty 

  Other:        

Describe symptoms:       
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Causative Agent:   Known   Suspected   Unknown 

If known or suspected, provide additional detail below 

  Chemical   Biological   Radiological 

Describe             

            

Estimate of time between exposure and onset of symptoms:      

Exposed Individuals: 

Location where exposure is thought to have occurred: 

  Residence   Work   School 

  Restaurant   Shopping mall    Social gathering 

  Other:        

Additional notes on location of exposure:       

       

Collect addresses for specific locations where exposure is thought to have occurred. 

Is the pattern of exposure clustered in a specific area?   Yes   No 

Extent of area 

  Single building   Complex (several buildings)   City block 

  Neighborhood   Cluster of neighborhoods   Large section of 
the city 

  Other:        

Additional notes on extent of area:       

       

Do the exposed individuals represent a disproportionate number of: 

  Immune compromised   Elderly   Children 

  Infants   Pregnant women   Women 

  Other:        

  None, no specific groups dominate the makeup of exposed individuals 

EVALUATION OF LINK TO WATER 

Are the symptoms consistent with typical waterborne diseases, such as gastrointestinal 
disease, vomiting, or diarrhea?                   Yes   
  No 

Does the area of exposure coincide with a specific area of the system, such as a pressure 
zone or area fed by a specific plant?      
Yes     No 

Were there any consumer complaints within the affected area?    Yes     No 

Were there any unusual water quality data within the affected area?    Yes     No 

Were there any process upsets or operational changes?    Yes     No 
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Was there any construction/maintenance within the affected area?    Yes     No 

Were there any security incidents within the affected area?    Yes     No 

  

  

 

SIGNOFF 

Name of person completing form: 

Print name      

Signature     Date/Time:   

 

 

Source: EPA Response Protocol Toolbox Module 2, Section 8.8 – Interim Final December 2003 
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Security Incident Report Form 
INSTRUCTIONS 

The purpose of this form is to help organize information about a security incident, typically a 
security breach, which may be related to a water contamination threat. The individual who 
discovered the security incident, such as a security supervisor, the EGWD Incident Manager, or 
another designated individual may complete this form. This form is intended to summarize 
information about a security breach that may be relevant to the threat evaluation process. This 
form should be completed for each location where a security incident was discovered. 

 

DISCOVERY OF SECURITY INCIDENT 

Date/Time security incident was discovered:    

Name of person who discovered security incident:    

Mode of discovery: 

 Alarm (building)  Alarm (gate/fence)  Alarm (access hatch) 

 Video surveillance  Utility staff discovery  Citizen discovery 

 Suspect confession  Law enforcement discovery 

 Other        

Did anyone observe the security incident as it occurred?   Yes   No 

 If “Yes,” complete the Witness Account Report Form. 

SITE DESCRIPTION 

Site name:            

Type of facility 

  Source water  Treatment plant  Pump station  

  Ground storage tank  Elevated storage tank  Finished water reservoir 

  Distribution main  Hydrant  Service connection  

  Other     

Address:       

       

Additional Site Information:          
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BACKGROUND INFORMATION 

Have the following “normal activities” been investigated as potential causes of the security 
incident?  

  Alarms with known and harmless causes   Utility staff inspections 

  Routine water quality sampling   Construction or maintenance 

  Contractor activity     Other       

Was this site recently visited prior to the security incident?    Yes   No 

If “Yes,” provide additional detail below. 

Date and time of previous visit:          

Name of individual who visited the site:         

Additional information:           

            

Has this location been the site of previous security incidents?    Yes   No 

If “Yes,” provide additional detail below 

Date and time of most recent security incident:        

Description of incident:           

            

            

What were the results of the threat evaluation for this incident? 

  Possible  Credible  Confirmed 

Have security incidents occurred at other locations recently?   Yes   No 

 If “Yes,” complete additional Security Incident Reports (see Appendix J) for each site 

Name of 1st additional site:          

Name of 2nd additional site:          

Name of 3rd additional site:          

SECURITY INCIDENT DETAILS 

Was there an alarm(s) associated with the security incident?    Yes   No 

If “Yes,” provide additional detail below. 
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Are there sequential alarms (e.g., alarm on a gate and a hatch)?    Yes   No 

Date and time of alarm(s):          

Describe alarm(s):           

            

Is video surveillance available from the site of the security incident?    Yes   No 

If “Yes,” provide additional detail below. 

Date and time of video surveillance:         

Describe surveillance:           

            

            

            

Was unusual equipment found at the site and time of discovery of the security incident? 

  Discarded PPE (e.g., gloves, masks)   Empty containers (e.g., bottles, drums) 

  Tools (e.g., wrenches, bolt cutters)   Hardware (e.g., valves, pipe) 

  Lab equipment (e.g., beakers, tubing)   Pumps or hoses 

  None     Other       

Describe equipment:           
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Were unusual vehicles found at the site and time of discovery of the security incident: 

  Car/sedan    SUV    Pickup truck 

  Flatbed truck    Construction vehicle   None 

  Other          

Describe vehicles (including make/model/year/color, license plate number, and logos or markings): 
            

            

            

Were there signs of tampering at the site and time of discovery of the security incident? 

  Cut locks/fences     Open/damaged gates, doors, or windows 

  Open/damaged access hatches   Missing/damaged equipment 

  Facility in disarray      None 

  Other          

Are there signs of sequential intrusion (e.g., locks removed from a gate and hatch)?    Yes 

    No 

Describe signs of tampering:          

            

            

            

Were there signs of a hazard at the site and time of discovery of the security incident? 

  Unexplained or unusual odors    Unexplained dead animals 

  Unexplained dead or stressed vegetation   Unexplained liquids 

  Unexplained clouds or vapors    None 

  Other          

Describe signs of a hazard:          
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SIGNOFF 

Name of person responsible for documenting the security incident: 

Print name      

Signature     Date/Time:   

 

Source: EPA Response Protocol Toolbox Module 2, Section 8.3 – Interim Final December 2003 
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SUSPECT DESCRIPTION FORM 

 

GENERAL APPEARANCE 

Gender: 

Male 

Female 

 

Race: 

 White 

 Black 

 Middle Eastern 

 

 Hispanic 

 Asian 

 Native American 

 

Other_________________________ 

 

Hair: 

Color 

Style 

Texture 

Sideburns 

 

 

 

CLOTHING 

Color/Type: 

 

Layered Shirts/Blouse 

 

 

 

Cap/Hat 

 

 

 

Coat/Jacket 

 

 

 

Tie 

 

 

 

Pants 

 

 

 

Shoes 
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Eyes: 

Color 

Shape 

Glasses (type) 

 

 

 

Physical Characteristics: 

Age 

Height 

Weight 

Build 

 

 

 

Distinguishing Marks (describe): 

Scars 

Tattoos 

Gang insignia 

 

 

Other: 

Left Handed / Right Handed 

 

 

 

 

 

 

Stockings 

 

 

 

Gloves 

 

 

 

Jewelry 

 

 

Bag/Backpack 

Purse/Briefcase 

 

FACIAL CHARACTERISTICS 

Skin: 

Color 

Texture 

 

Describe shape of: 

Mouth 

Lips 

Ears 
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SUSPECT DEMEANOR 

Apologetic 

Calm 

Belligerent 

Angry 

Threatening 

Nervous 

Confused 

 

DISTINGUISHING TRAITS 

Speech 

Accent 

Gait / Limp 

 

 

 

FACIAL CHARACTERISTICS (continued) 

Cheeks  

(full or sunken) 

Nose 

Neck 

Eyes 

Eyebrows 

 

Presence of: 

Adam’s apple 

Chin clefts 

Wrinkles 

 

 

Hair: 

Mustache 

Beard 

Other 

 

 

Describe any: 

Facial piercing  

Ear piercing 

WEAPON (describe if any) 

 Handgun 

 Long gun 

VEHICLE 

Color 

Make 
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 Knife 

 

 

 

Direction of Escape 

 

What did the suspect say? 

________________________________________________________ 

 

 

Model 

Body Style 

Damage / Rust 

Antenna 

Bumper Sticker 

Wheel Covers 

License 
Number_______________________ 
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BOMB THREAT CHECKLIST 

 

Be calm and courteous. Give a co-worker a signal to “listen in.” 

 

Date: _________________________ _______________________Time call 
started: 

 ________________________Time call 
ended: 

Check call display for phone number (if 
available). 

___________________________________ 

  

EXACT WORDING OF BOMB THREAT: 

____________________________________________________________________ 

____________________________________________________________________ 

____________________________________________________________________ 

____________________________________________________________________ 

____________________________________________________________________ 

 

What can you tell me? 

 

When is the bomb going to explode? 

 

What kind of bomb is it? 

 

Where is the bomb right now? 

 

CALLER’S VOICE 

  Male 

  Female 

 

  Old (Age?)____ 

  Young (Age?)____ 

 

  Calm  
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What does the bomb look like? 

 

What will cause the bomb to explode? 

 

Did you place the bomb? 

 

Why? 

 

What is your name? 

 

REMARKS: 

  Excited 

 

  Soft  

  Loud 

 

  Angry 

  Cracking Voice 

 

  Laughter 

  Crying 

 

  Normal 

  Disguised 

  High pitched 



Elk Grove Water District – Emergency Response Plan Appendix I 

Reports 

and Forms 

I-35 

 

 

  

  Deep 

 

  Nasal 

  Slurred 

 

  Distinct 

  Ragged 

 

  Rapid 

  Slow 

 

  Raspy 

  Stutter 

 

  Lisp 

  Heavy breather 

  Clearing throat 

  Intoxicated 

  Pleasant 

  Whisper 

 

  Familiar (who?)___________________ 

 

 Accent (type?) ____________________ 
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FAMILIARITY WITH FACILITY 

  Much 

  Some 

  None 

 

 

BACKGROUND SOUNDS 

  Street 

  Party sounds 

 

  Office noises 

  Train 

 

  Voices 

  Airplane 

 

  PA system 

  Animals 

 

  Local music 

  Static on line 

 

  Long distance 

  Motors 

 

  Bells 

  Whistles 

 

  Factory machinery 

  Crockery 

 

  Household sounds 

  Bedlam 
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□  Chanting 

___Other 

Inform the caller that the building is 
occupied and the detonation of a bomb 
could result in death or serious injury to 
many innocent people. 

BOMB THREAT LANGUAGE 

  Well spoken 

  Incoherent 

 

  Foul 

  Irrational 

 

  Taped 

  Deliberate 

 

  Abusive 

  Righteous 

 

  Message read by threat maker 
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Threat Evaluation Worksheet 
INSTRUCTIONS 

The purpose of this worksheet is to help organize information about a contamination threat 
warning that will be used during the Threat Evaluation Process. The individual responsible 
for conducting the Threat Evaluation (e.g., the EGWD Incident Manager) should complete 
this worksheet. The worksheet is generic to accommodate information from different types 
of threat warnings; thus, there will likely be information that is unavailable or not 
immediately available. Other forms in the Appendices are provided to augment the 
information in this worksheet. 

 

THREAT WARNING INFORMATION 

Date/Time threat warning was discovered:    

Name of person who discovered threat warning:    

Type of threat warning: 

 Security breach  Witness account  Phone threat 

 Written threat  Law enforcement  Unusual water quality  

 News media  Consumer complaints  Public health notification 

 Other        

Identity of the contaminant:   Known   Suspected   Unknown 

 If known or suspected, provide additional detail below. 

  Chemical  Biological  Radiological 

 Describe             

             

Time of contamination:   Known   Estimated  Unknown 

If known or estimated, provide additional detail below. 

Date and time of contamination:        

Additional Information:           

            

Mode of contamination:   Known  Suspected  Unknown 

If known or suspected, provide additional detail below. 

Method of addition:    Single dose   Over time   Other     

Amount of material:           
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Additional Information:           

            

Site of contamination:   Known  Suspected  Unknown 

If known or suspected, provide additional detail below 

Number of sites:        

Provide the following information for each site. 

Site #1 

Site name:            

Type of facility 

  Source water  Treatment plant  Pump station  

  Ground storage tank  Elevated storage tank  Finished water 
reservoir 

  Distribution main  Hydrant  Service connection  

  Other     

Address:       

       

Additional site information:          

            

Site #2 

Site name:            

Type of facility 

  Source water  Treatment plant  Pump station  

  Ground storage tank  Elevated storage tank  Finished water 
reservoir 

  Distribution main  Hydrant  Service connection  

  Other     

Address:       

Additional site information:          

            

  



Elk Grove Water District – Emergency Response Plan Appendix I 

Reports 

and Forms 

I-40 

 

 

Site #3 

Site name:            

Type of facility 

  Source water  Treatment plant  Pump station  

  Ground storage tank  Elevated storage tank  Finished water 
reservoir 

  Distribution main  Hydrant  Service connection  

  Other     

Address:       

       

Additional Site Information:          

            

 

ADDITIONAL INFORMATION 

Has there been a breach of security at the suspected site?   Yes   No 

 If “Yes,” review the completed Security Incident Report.  

Are there any witness accounts of the suspected incident?   Yes   No 

 If “Yes,” review the completed Witness Account Report.  

Was the threat made verbally over the phone?    Yes   No 

 If “Yes,” review the completed Phone Threat Report.  

Was a written threat received?     Yes   No 

 If “Yes,” review the completed Written Threat Report.  

Are there unusual water quality data or consumer complaints?   Yes   No 

 If “Yes,” review the completed Water Quality/Consumer Complaint Report.  

Are there unusual symptoms or disease in the population?   Yes   No 

 If “Yes,” review the completed Public Health Report. 

Is a Site Characterization Report available?   Yes   No 

 If “Yes,” review the completed Site Characterization Report. 

Are results of sample analysis available?   Yes   No 
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 If “Yes,” review the analytical results report, including appropriate QA/QC data 

Is a Contaminant Identification Report available?   Yes   No 

 If “Yes,” review the completed Sample Analysis Report. 

Is relevant information available from external sources?   Yes   No 

 Check all that apply: 

 Local law enforcement  FBI  DW primacy agency 

 Public health agency  Hospitals / 911 call centers  EPA / WaterISAC 

 Media reports  Homeland security alerts  Neighboring utilities 

 Other        

Point of Contact:       

      

Summary of key information from external sources (provide detail in attachments as 
necessary): 

      

      

      

      

      

      

 

THREAT EVALUATION 

Has normal activity been investigated as the cause of the threat warning?   Yes    No 

Normal activities to consider 

  Utility staff inspections    Routine water quality sampling 

  Construction or maintenance   Contractor activity 

  Operational changes     Water quality changes with a known 
cause 

  Other        
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Is the threat “possible?”   Yes   No 

Summarize the basis for this determination:      

Response to a “possible” threat: 

  None   Site characterization   
Isolation/containment 

  Increased monitoring/security   Other       

Is the threat “credible?”   Yes   No 

Summarize the basis for this determination:      

      

      

Response to a “credible” threat: 

  Sample analysis   Site characterization   Isolation/containment 

  Partial EOC activation   Public notification   Provide alternate water 
supply 

  Other         

Has a contamination incident been confirmed?   Yes   No 

Summarize the basis for this determination:      

      

      

Response to a confirmed incident: 

  Sample analysis   Site characterization   Isolation/containment 

  Full EOC activation   Public notification   Provide alternate water 
supply 

 Initiate remediation and recovery 

 Other          

 

How do other organizations characterize the threat? 

Organization Evaluation Comment 

  Local Law 
Enforcement 

 Possible  
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Organization Evaluation Comment 

 Credible 

 Confirmed 

  FBI  Possible 

 Credible 

 Confirmed 

 

  Public Health 
Agency 

 Possible 

 Credible 

 Confirmed 

 

  Drinking Water 
(DW) Primacy 
Agency 

 Possible 

 Credible 

 Confirmed 

 

  Other  Possible 

 Credible 

 Confirmed 

 

  Other  Possible 

 Credible 

 Confirmed 

 

 

SIGNOFF 

Name of person responsible for threat evaluation: 

Print name      

Signature     Date/Time:   

 

Source: EPA Response Protocol Toolbox Module 2, Section 8.2 – Interim Final December 2003 
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Water Quality/Consumer Complaint Report Form 

 

INSTRUCTIONS - This form is provided to guide the individual responsible for evaluating 
unusual water quality data or consumer complaints. It is designed to prompt the analyst to 
consider various factors or information when evaluating the unusual data. The actual data 
used in this analysis should be compiled separately and appended to this form. The form 
can be used to support the threat evaluation due to a threat warning from unusual water 
quality or consumer complaints or due to another type of threat warning in which water 
quality data or consumer complaints are used to support the evaluation. Note that in this 
form, water quality refers to both specific water quality parameters and the general 
aesthetic characteristics of the water that might result in consumer complaints. 

 

Threat warning is based on:  

  Water quality   Consumer complaints    Other 

 

What is the water quality parameter or complaint under consideration? 

________________________________________________________________________________ 

Are unusual consumer complaints corroborated by unusual water quality data? 

________________________________________________________________________________ 

Is the unusual water quality indicative of a particular contaminant of concern?  For example, is 
the color, odor, or taste associated with a particular contaminant?________________________ 

________________________________________________________________________________ 

Are consumers in the affected area experiencing any unusual health symptoms? ___________ 

________________________________________________________________________________ 

What is “typical” for consumer complaints for the current season and water quality? 

Number of complaints. _________________________________________________________ 

Nature of complaints. __________________________________________________________ 

Clustering of complaints ________________________________________________________ 

What is considered to be “normal” water quality (i.e., what is the baseline water quality data or 
level of consumer complaints)? _____________________________________________________ 

________________________________________________________________________________ 

What is reliability of the method or instrumentation used for the water quality analysis? 

Are standards and reagents okay? ________________________________________________ 

Is the method/instrument functioning properly? ______________________________________ 

Based on recent data, does the unusual water quality appear to be part of a gradual trend (i.e., 
occurring over several days or longer)? ______________________________________________ 

________________________________________________________________________________ 
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Are the unusual water quality observations sporadic over a wide area, or are they clustered in 
a particular area? _________________________________________________________________ 

________________________________________________________________________________ 

What is the extent of the area?  __________________________________________________ 

Pressure zone. _______________________________________________________________ 

Neighborhood. _______________________________________________________________ 

City block. ___________________________________________________________________ 

Street. ______________________________________________________________________ 

Building. ____________________________________________________________________ 

If the unusual condition isolated to a specific area: 

Is this area being supplied by a particular plant or source water? ________________________ 

Have there been any operational changes at the plant or in the affected area of the system? 

____________________________________________________________________________ 

Has there been any flushing or distribution system maintenance in the affected area? 

____________________________________________________________________________ 

Has there been any repair or construction in the area that could impact water quality? 

____________________________________________________________________________ 

  

SIGNOFF 

Name of person completing form: 

Print name      

Signature     Date/Time:    

 

Source: EPA Response Protocol Toolbox Module 2, Section 8.7 – Interim Final December 
2003 
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Witness Account Report Form 

INSTRUCTIONS 

The purpose of this form is to document the observations of a witness to activities that 
might be considered an incident warning. The individual interviewing the witness, or 
potentially the witness, should complete this form. This may be the EGWD Incident 
Manager or an individual designated by Incident Command to perform the interview. If law 
enforcement is conducting the interview (which may often be the case), this form may serve 
as a prompt for “utility-relevant information” that should be pursued during the interview. 
This form is intended to consolidate the details of the witness account that may be relevant 
to the threat evaluation process. This form should be completed for each witness who is 
interviewed. 

 

BASIC INFORMATION 

Date/Time of interview:     

Name of person interviewing the witness:    

Witness contact information 

Full name:            

Address:            

Daytime phone:           

Evening phone:           

E-mail address:           

Reason the witness was in the vicinity of the suspicious activity:    

     

     

WITNESS ACCOUNT 

Date/Time of activity:     

Location of activity: 

Site name:            

Type of facility 

  Source water  Treatment plant  Pump station  

  Ground storage tank  Elevated storage tank  Finished water 
reservoir 

  Distribution main  Hydrant  Service connection  
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  Other     

Address:       

       

Additional site information:          

            

Type of activity  

  Trespassing   Vandalism   Breaking and entering  

  Theft   Tampering   Surveillance 

  Other    

Additional description of the activity    

     

     

     

     

Description of suspects 

Were suspects present at the site?   Yes   No 

How many suspects were present?          

Describe each suspect’s appearance: 

Suspect # Sex Race Hair color Clothing Voice 

1      

2      

3      

4      

5      

6      

 

Were any of the suspects wearing uniforms?    Yes   No 

If “Yes,” describe the uniforms:        

Describe any other unusual characteristics of the suspects:       
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Did any of the suspects notice the witness?    Yes   No 

If “Yes,” how did they respond?         

         

Vehicles at the site 

Were vehicles present at the site?   Yes   No 

Did the vehicles appear to belong to the suspects?   Yes   No 

How many vehicles were present?          

Describe each vehicle: 

Vehicle # Type Color Make Model License plate 

1      

2      

3      

4      

Were there any logos or distinguishing markings on the vehicles?      Yes   No 

If “Yes,” describe:        

         

Provide any additional detail about the vehicles and how they were used (if at all):   

         

         

         

Equipment at the site 

Was any unusual equipment present at the site?   Yes   No 

  Explosive or incendiary devices   Firearms 

  PPE (e.g., gloves, masks)     Containers (e.g., bottles, drums) 

  Tools (e.g., wrenches, bolt cutters)   Hardware (e.g., valves, pipe, hoses) 

  Lab equipment (e.g., beakers, tubing)   Pumps and related equipment 
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  Other          

Describe the equipment and how it was being used by the suspects (if at all):  

            

            

            

Unusual conditions at the site 

Were there any unusual conditions at the site?    Yes   No 

  Explosions or fires   Fogs or vapors   Unusual odors 

  Dead/stressed vegetation   Dead animals   Unusual noises 

  Other          

Describe the site conditions:          

            

            

Additional observations 

Describe any additional details from the witness account:      

            

            

SIGNOFF 

Name of interviewer: 

Print name      

Signature     Date/Time:  
  

Name of witness: 

Print name      

Signature     Date/Time: 
 ________ 

 

Source: EPA Response Protocol Toolbox Module 2, Section 8.4 – Interim Final December 2003 
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Operations Activities Summary

Service Requests:

Department Service Request Service Request

  Distribution
     Door Hangers 700 2694
     Shut offs 75 302
     Turn ons 87 349
     Investigations 31 255
     USA Locates 92 833
     Customer Complaints
        -Pressure 3 14
        -Water Quality 1 12
        -Other 0 0

Work Orders:

Department Work Orders Work Orders

  Treatment:
     Preventative Maint. 12 105
     Corrective Maint. 3 18
     Water Samples 14 80

  Distribution:
     Meters Installed 1 2
     Backflow Devices Installed 0 10
     Preventative Maint.
        -Hydrant Flushing Program 0 0
        -Hydrant Maintenance 54 323
        -Valve Exercising 131 841
        -Other 0 0
     Corrective Maint.
        -Leaks 0 36
        -Other 46 170
     Valve Locates 0 19

  Utility:
     Service Line Replacement                    0                                                     54
     Corrective Maint. 0 7 3620
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Date: Topic: Attendees: Hosted By:

1/5/2016 Use Your Safety Sense

Jose C, Jose M, John V, John D, Sean, Michael, 

Justin, Richard,  Alan, Chris, Sal, Brandon, Steve, 

Aaron, Travis, Wilfredo, Marcel, David, William

Steve Shaw

1/11/2016
Know What's Below: Call 811 

Before You Dig!

Jose C, Jose M, John V, John D, Sean, Michael, 

Justin, Richard,  Alan, Chris, Sal, Brandon, Steve, 

Aaron, Travis, Wilfredo, Marcel, David, William

Steve Shaw

1/19/2016 Basic CPR Saves Lives

Jose C, Jose M, John D, Sean, Michael, Justin, 

Richard,  Alan, Chris, Sal, Brandon, Steve, Aaron, 

Travis, Wilfredo, Marcel, David, William

Steve Shaw

1/25/2016

Worker Beware: Contact 

With Energized Electric 

Equipment Can Be Deadly

Jose C, John V, John D, Sean, Justin, Richard,  Alan, 

Chris, Brandon, Steve, Aaron, Travis, Wilfredo, 

Marcel, David, William

Steve Shaw

1/28/2016 Workplace Violence All Staff Required to Attend
Ellen 

Carlson

Elk Grove Water District

Safety Meetings/Training

Jan-16
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